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COUNTERING THREATS POSED BY NATION- 
STATE ACTORS IN LATIN AMERICA TO U.S. 
HOMELAND SECURITY 

Wednesday, June 21, 2023 

U.S. HOUSE OF REPRESENTATIVES, 
COMMITTEE ON HOMELAND SECURITY, 

SUBCOMMITTEE ON COUNTERTERRORISM, 
LAW ENFORCEMENT, AND INTELLIGENCE, 

Washington, DC. 
The subcommittee met, pursuant to notice, at 10:01 a.m., in room 

310, Cannon House Office Building, Hon. August Pfluger [Chair-
man of the subcommittee] presiding. 

Present: Representatives Pfluger, D’Esposito, Crane, Magaziner, 
Correa, Goldman, and Titus. 

Also present: Representative Jackson Lee. 
Chairman PFLUGER. The Committee on Homeland Security Sub-

committee on Counterterrorism, Law Enforcement, and Intelligence 
will come to order. 

Without objection, the subcommittee may recess at any point. 
The purpose of this hearing is to receive testimony from a non- 

Governmental panel of expert witnesses to examine the threats 
posed by nation-state actors in Latin America, like China and Rus-
sia to the United States homeland security. 

I now recognize myself for an opening statement. 
Good morning and welcome to the Subcommittee on Counterter-

rorism, Law Enforcement, and Intelligence. Today, we are holding 
an important hearing on the threats posed by nation-state actors 
like the People’s Republic of China, the PRC, Russia, Iran, and 
Venezuela in Latin America to our homeland security. 

There is no doubt that we are facing a migration crisis caused 
by the administration’s policy decisions. We are witnessing signifi-
cant increases in encounters at the Southwest Border with individ-
uals from countries of concern like the PRC and Russia. I am con-
cerned that the chaos of the Southwest Border could be taken ad-
vantage of by anti-U.S. regimes—not just can, but has been. Mean-
while, the PRC and our foreign adversaries are expanding their 
spheres of influence in Latin America right in our backyard. As 
they grow their diplomatic, economic, and military activities in the 
region, there are clear implications for U.S. homeland security. 

Recent data released by the United States Customs and Border 
Protection shows a steep increase in encounters with foreign na-
tionals from the PRC, Russia, Cuba, and Venezuela, amongst oth-
ers at our Southwest Border. For example, in the first 7 months 
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of fiscal year 2023, over 9,711 PRC nationals were encountered by 
U.S. Border Patrol along our Southwest Border, exponentially more 
than the previous 3 years. Restate that number: 9,711 PRC nation-
als. A similar trend involves encounters with Russian citizens. In 
2021, CBP reported just 4,103 encounters of Russian citizens along 
our Southwest Border, however, that number jumped to 21,763 in 
fiscal year 2022, and it is over 33,000 for the first 7 months of fis-
cal year 2023. I have heard directly from sheriffs in my own dis-
trict that they apprehended multiple individuals from the PRC who 
were deemed high-value targets and were taken into custody by the 
FBI. 

While aliens may have legitimate claims to asylum, the increased 
flow of nationals from adversarial countries is concerning as these 
individuals blend into the much larger wave of illegal aliens flood-
ing across the Southwest Border, already topping 1.4 million illegal 
alien encounters for the first 7 months of this fiscal year, 2023. 

Meanwhile, Border Patrol agents at the Southwest Border are 
completely overwhelmed. There have been 1.5 million known 
gotaways at the Southwest Border since the start of this adminis-
tration. This creates a gap in our homeland security intelligence 
that malign nation-states could exploit to send nefarious actors into 
the United States. It is important that this subcommittee fully un-
derstand the ways that malign nation-state actors could take ad-
vantage of the wide open Southwest Border. However, the problem 
is not just there. It stretches further than that. There is no doubt 
that we are facing an array of security challenges in the region and 
by extension, to homeland security. 

In particular, the PRC has developed close economic and security 
ties with a number of Latin American countries, including Brazil 
and Venezuela. For example, the China Development Bank and the 
Export-Import Bank of China offered approximately $137 billion to 
the region in loans to a multitude of sectors, with Venezuela as the 
most prolific beneficiary of PRC loans at roughly $60 billion. How-
ever, the PRC’s influence in the region goes beyond economic ties. 
It also includes military and security partnerships. For example, in 
approximately a 10-year period between 2009 and 2019, $615 mil-
lion in weapons were sold to Venezuela by the PRC. The PRC’s in-
creased influences in the region bolsters the CCP’s geopolitical 
goals, which also includes strengthening other authoritarian re-
gimes, leading to significant challenges to U.S. influence in the re-
gion, as well as security risks to the United States homeland. 

Earlier this year, Melissa Dalton, the Pentagon’s Assistant Sec-
retary of Defense for Homeland Defense and Hemispheric Affairs, 
testified that the PRC and Russia now pose more dangerous chal-
lenges to the safety and security of the U.S. homeland. They are 
both, and I quote here from Ms. Dalton, ‘‘already using nonkinetic 
means against our defense, industrial base, and mobilization sys-
tems to subvert our ability to project power’’. This transcends the 
egregious example of when the PRC entered our sovereign airspace 
with a high-altitude balloon, which we know with certainty they in-
tended to use to spy on sensitive U.S. military and critical infra-
structure sites. 

Then, just this month, the Biden administration confirmed the 
existence of a PRC-run electronic espionage facility in Cuba, rough-
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ly 100 miles from the United States, that would allow the CCP in-
telligence services to collect signals intelligence throughout the 
southeastern United States. Less than 48 hours later, an anony-
mous Biden administration official confirmed to Politico that the 
CCP has actually been using a secret facility in Cuba to spy on the 
United States since at least 2019. My Republican colleagues and I 
are demanding answers on this latest nefarious action by the CCP 
from DHS Secretary Mayorkas and FBI Director Wray to ensure 
the homeland security response is robust and steadfast. I would 
love to have all of this committee in a nonpartisan way join that 
effort to understand those nefarious actions. This activity once 
again displays the CCP’s willingness to use every tactic and tech-
nique to undermine U.S. sovereignty and shows that authoritarian 
regimes in Latin America can and will assist the CCP in attacking 
U.S. homeland security. 

Additionally, Russia continues to demonstrate its intent and ca-
pability to conduct military and other strategic activities against 
the United States in the Western Hemisphere. Russia’s influence 
in the region mainly comes from security ties on which it has 
colluded with anti-U.S. authoritarian regimes, including Venezuela, 
Nicaragua, and Cuba. For example, Russia has assisted Venezuela 
with sanctions evasion using Russian state-controlled companies to 
transport Venezuelan oil. Russia also uses the Wagner Group, a 
private military company, to protect power world-wide. The Wag-
ner Group tries to undercut the United States and present itself as 
a mediator and security partner to anti-U.S. countries and gain 
military access rights and economic opportunities. For example, 
they are training Venezuela’s armed forces. 

Additionally, Iran plays a secondary role in the region. The re-
cent docking of Iranian warships in Rio de Janeiro, Brazil indicate 
Iran is looking to assert its power across the region. Iran’s backed 
militia, Hezbollah, continues to have a presence in the region with 
the transition from the triborder area of Paraguay to operations in 
Venezuela. 

Whether it is the PRC, Russia, or Russia’s proxies or Iran, it is 
vital that we understand the security challenges and threats posed 
by nation-state actors to U.S. homeland security and explore every 
avenue to address them head on. 

This morning, we have a distinguished panel of expert witnesses 
to discuss this important topic with. I would just like to say that 
we are facing challenges all over the world. I personally think that 
this is one of the most challenging security environments that we 
have ever been in, including the World War II era. We know some 
of the threats and some of the threats we don’t know. The nature 
and the face of these threats has changed. It is no longer just mis-
siles in Cuba like we saw decades ago. The cyber threat is egre-
gious, economically what these countries are doing to use their in-
fluence and to really hurt the people of countries, especially in our 
backyard in South America and Latin America. 

So I am excited to hear from our witnesses, I am excited to have 
this conversation today because I hope it informs the rest of Con-
gress that we must keep our eye on the ball. We must understand 
what the Chinese Communist Party is doing and the malign activi-
ties that they will use to undermine not just our influence and our 
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1 ‘‘China-Latin America Finance Databases,’’ The Inter-American Dialogue, Accessed June 16, 
2022, https://www.thedialog.org/mapllist/. 

economic prowess around the world, but also our homeland security 
right here at home. 

I thank all the witnesses for being with us this morning, and I 
look forward to our discussion. 

[The statement of Chairman Pfluger follows:] 

STATEMENT OF CHAIRMAN AUGUST PFLUGER 

JUNE 21, 2023 

Good morning, and welcome to the Subcommittee on Counterterrorism, Law En-
forcement, and Intelligence. 

Today we are holding an important hearing on the threats posed by nation-state 
actors like the People’s Republic of China (PRC), Russia, Iran, and Venezuela in 
Latin America to our homeland security. 

There is no doubt that we are facing a migration crisis caused by the administra-
tion’s policy decisions. 

We are witnessing significant increases in encounters at the Southwest Border 
with individuals from countries of concern like the PRC and Russia. 

I am concerned that the chaos of the Southwest Border could be taken advantage 
of by anti-U.S. regimes. 

Meanwhile, the PRC and our foreign adversaries are expanding their spheres of 
influence in Latin America—essentially in our backyard. 

As they grow their diplomatic, economic, and military activities in the region, 
there are clear implications for U.S. homeland security. 

Recent data released by the United States Customs and Border Protection shows 
a steep increase in encounters with foreign nationals from the PRC, Russia, Cuba, 
and Venezuela, amongst others, at our Southwest Border. 

For example, in the first 7 months of fiscal year 2023, over 9,711 PRC nationals 
were encountered by U.S. Border Patrol along our Southwest Border, exponentially 
more than the previous 3 years. 

A similar trend involves encounters with Russian citizens. In 2021, CBP reported 
just 4,103 encounters of Russian citizens along our Southwest Border; however, that 
number jumped to 21,763 in fiscal year 2022 and is already over 33,000 for the first 
7 months of fiscal year 2023. 

I have heard directly from sheriffs in my district that they apprehended multiple 
individuals from the PRC who were deemed ‘‘high-value targets’’ and were taken 
into custody by the FBI. 

While aliens may have legitimate claims to asylum, the increased flow of nation-
als from adversarial countries is concerning as these individuals blend into the 
much larger wave of illegal aliens flooding across the Southwest Border, already 
topping 1.4 million illegal alien encounters through the first 7 months of fiscal year 
2023. 

Meanwhile, Border Patrol agents at the Southwest Border are completely over-
whelmed. There have been 1.5 million known gotaways at the Southwest Border 
since the start of this administration. 

This creates a gap in homeland security intelligence that malign nation-states 
could exploit to send nefarious actors into the United States. 

It is important that this subcommittee fully understand the ways malign nation- 
state actors could take advantage of the wide-open Southwest Border. 

However, the problems stretch further than that. There is no doubt that we are 
facing an array of security challenges in the region and by extension to U.S. home-
land. 

In particular, the PRC has developed close economic and security ties with a num-
ber of Latin American countries, including Brazil and Venezuela. 

For example, the China Development Bank and the Export-Import Bank of China 
offered approximately $137 billion to the region in loans to a multitude of sectors— 
with Venezuela as the most prolific beneficiary of PRC loans at roughly $60 billion.1 

However, the PRC’s influence in the region goes beyond economic ties. It also in-
cludes military and security partnerships. 
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2 Lara Seligman, ‘‘U.S. Military Wary of China’s Foothold in Venezuela,’’ Foreign Policy, April 
8, 2019, https://foreignpolicy.com/2019/04/08/us-military-wary-of-chinas-foothold-in-venezuela- 
maduro-faller-guaido-trump-pentagon/. 

3 https://www.armed-services.senate.gov/hearings/to-receive-testimony-on-strategic-competi-
tion-and-security-cooperation-in-the-western-hemisphere. 

4 Id. 
5 Id. 

For example, in approximately a 10-year period, between 2009 and 2019, $615 
million in weapons was sold to Venezuela by the PRC.2 

The PRC’s increased influences in the region bolsters the CCP’s geopolitical goals, 
which also includes strengthening other authoritarian regimes, leading to signifi-
cant challenges to U.S. influence in the region as well as security risks for the U.S. 
homeland. 

Earlier this year, Melissa Dalton, the Pentagon’s Assistant Secretary of Defense 
for Homeland Defense and Hemispheric Affairs testified that the PRC and Russia 
‘‘now pose more dangerous challenges to the safety and security of the U.S. home-
land.’’3 They are both ‘‘already using non-kinetic means against our defense indus-
trial base and mobilization systems to subvert our ability to project power.’’4 

This transcends the egregious example of when the PRC entered our sovereign 
air space with a high-altitude balloon, which we know with certainty they intended 
to use to spy on sensitive U.S. military and critical infrastructure sites.5 

And then, just this month, the Biden administration confirmed the existence of 
a PRC-run electronic espionage facility in Cuba—roughly 100 miles from the United 
States—that would allow the CCP intelligence services to collect signals intelligence 
throughout the southeastern United States. 

Less than 48 hours later an anonymous Biden administration official confirmed 
to Politico that the CCP has actually been using a secret facility in Cuba to spy on 
the United States since at least 2019. 

My Republican colleagues and I are demanding answers on this latest nefarious 
action by the CCP from DHS Secretary Mayorkas and FBI Director Wray to ensure 
the homeland security response is robust and steadfast. 

This activity once again displays the CCP’s willingness to use every tactic and 
technique to undermine U.S. sovereignty and shows that authoritarian regimes in 
Latin America can and will assist the CCP in attacking U.S. homeland security. 

Additionally, Russia continues to demonstrate its intent and capability to conduct 
military and other strategic activities against the United States in the Western 
Hemisphere. 

Russia’s influence in the region mainly comes from security ties—on which it has 
colluded with anti-U.S. authoritarian regimes, including Venezuela, Nicaragua, and 
Cuba. 

For example, Russia has assisted Venezuela with sanctions evasion, using Rus-
sian state-controlled companies to transport Venezuelan oil. 

Russia also uses the Wagner Group, a private military company to project power 
world-wide. The Wagner Group tries to undercut the United States, present itself 
as a mediator and security partner to anti-U.S. countries, and gain military access 
rights and economic opportunities. For example, they are training Venezuela’s 
armed forces. 

Additionally, Iran plays a secondary role in the region. The recent docking of Ira-
nian warships in Rio de Janeiro, Brazil indicate Iran is looking to assert its power 
across the region. 

Iran’s-backed militia, Hezbollah continues to have a presence in the region, with 
a transition from the tri-border area of Paraguay to operations in Venezuela. 

Whether it is the PRC, Russia or Russia’s proxies, or Iran, it is vital that we un-
derstand the security challenges and threats posed by nation-state actors to U.S. 
homeland security and explore every avenue to address them head on. 

This morning, we have a distinguished panel of expert witnesses to discuss this 
important topic. 

I thank all our witnesses for being with us this morning and I look forward to 
our discussion. 

Chairman PFLUGER. I would now like to recognize the Ranking 
Member, the gentleman from Rhode Island, Mr. Magaziner, for his 
opening statement. 

Mr. MAGAZINER. Thank you, Chairman. 
We find ourselves in a time when, once again, democratic nations 

like the United States are in a competition for the hearts and 
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minds in the developing world, with autocratic competitors like the 
People’s Republic of China, Iran, and Russia. It is more important 
than ever that we build strong relationships with our allies in 
Latin America based on mutual respect, fair commerce, and a 
shared commitment to security and human rights. If we make the 
mistake of driving away our allies in the region, Russia, the Chi-
nese Communist Party, and our other competitors will gladly fill 
that void at the expense of our own security. 

In Latin America today, the CCP and Russia are attempting to 
manipulate public discourse, discredit elections and the electoral 
system, influence policy, and disrupt markets, with the goal of un-
dermining U.S. security and economic competitiveness. We cannot 
allow that to happen. Over the past 20 years, the CCP has spent 
heavily in Latin America. Chinese state industry now reaches deep 
into Latin America’s energy, infrastructure, and space industries. 
In fact, China has surpassed the United States as South America’s 
biggest trading partner. I will say it again, China has surpassed 
the United States as South America’s biggest trading partner. 
China now has free trade agreements in place with Chile, Costa 
Rica, Ecuador, and Peru, and 20 countries in Latin America and 
the Caribbean participate in the CCP’s Belt and Road initiative. 
The Chinese Communist Party is investing in soft power through 
cultural and educational programs in Latin America, which are 
building political goodwill and presenting China as a viable alter-
native partner to the United States and other democracies. 

This is why it is so important that last year President Biden 
launched a new economic cooperation initiative with Latin America 
aimed specifically at countering the CCP’s growing clout in the re-
gion. Under Vladimir Putin Russia cares less about competing with 
the United States economically and more about stoking chaos and 
political division to harm democracies like the United States. Rus-
sia has maintained decades-long relationships with Latin American 
authoritarian regimes. The Cuban, Venezuelan, and Nicaraguan re-
gimes are heavily dependent on Moscow for political, economic, and 
security assistance. Russia actively spreads propaganda in Latin 
America to undermine U.S. interests and the interests of demo-
cratic allies, just as Russia did in the early days of its invasion of 
Ukraine, when Russia used its propaganda assets in Latin America 
to push conspiracy theories about Ukraine and the West to justify 
the invasion. 

With the CCP, Russia, and other autocratic regimes so deter-
mined to build their presence in Latin America, it is vital that the 
United States strengthen our relationships with our neighbors in 
the region. The worst thing we could do for our own security is 
drive our Latin American neighbors into the arms of our adver-
saries. That is why it is disturbing to hear former President Trump 
and some of my colleagues from across the aisle, though of course 
not all, push reckless ideas like unilateral military action in Mex-
ico, which would seriously endanger the strategic regional relation-
ships we need to keep America secure. 

It is also alarming that some House Republicans are calling for 
significant cuts to USAID, State Department, and Commerce De-
partment budgets that are crucial to building American influence 
in Latin America at the same time that the CCP in particular con-
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tinues to invest in aid and commerce to build their malign influ-
ence in the region. 

As we go through the appropriations process in the coming 
months, we need to keep in mind that investing in aid and com-
merce in Latin America is not charity, it is in our national security 
interest. 

So this is a time for engagement and partnership, not 
hyperpartisanship. Today’s hearing, I hope, is an opportunity for 
this subcommittee to examine what we can do to counter the wider 
threat posed by autocratic nation-states that are setting up shop in 
the Western Hemisphere with the goal of undermining U.S. leader-
ship in our own backyard. I hope that we can work together to 
counter their efforts and advance American interests. 

With that, I yield back. 
[The statement of Ranking Member Magaziner follows:] 

STATEMENT OF RANKING MEMBER SETH MAGAZINER 

JUNE 21, 2023 

We find ourselves in a time when democratic nations, like the United States, are 
in a competition for hearts and minds in the developing world with autocratic com-
petitors like the People’s Republic of China, Iran, and Russia. 

It is more important than ever that we develop strong relationships with our al-
lies in Latin America, based on mutual respect, fair commerce, and a shared com-
mitment to security and human rights. If we make the mistake of driving away our 
allies in the region, Russia, the CCP and our other competitors will gladly fill that 
void, at the expense of our own security. 

In Latin America today, the CCP and Russia are attempting to manipulate public 
discourse, discredit elections and the electoral system, influence policy development, 
and disrupt markets with the goal of undermining U.S. security and economic com-
petitiveness. We cannot allow that to happen. 

Over the past 20 years, the CCP has spent heavily in Latin America. Chinese 
state industry now reaches deep into Latin America’s energy, infrastructure, and 
space industries. In fact, China has surpassed the United States as South America’s 
biggest trading partner. China has free trade agreements in place with Chile, Costa 
Rica, Ecuador, and Peru; and 20 countries in Latin America and the Caribbean par-
ticipate in the CCP’s Belt and Road initiative. And the Chinese Communist Party 
is investing in soft power through cultural and educational programs in Latin Amer-
ica, which are building political goodwill and presenting China as a viable alter-
native partner to the United States and democracies. 

This is why it is so important that last year President Biden launched a new eco-
nomic cooperation initiative with Latin America aimed specifically at countering the 
CCP’s growing clout in the region. Under Vladimir Putin, Russia cares less about 
competing with the United States economically and more about stoking chaos and 
political division to harm democracies like the United States. Russia has maintained 
decades-long, strong relationships with Latin American authoritarian regimes. 

The Cuban, Venezuelan, and Nicaraguan regimes are heavily dependent on Mos-
cow for political, economic, and security assistance. And Russia actively spreads 
propaganda in Latin America to undermine U.S. interests and the interests of demo-
cratic allies—as Russia did during the early days of its invasion of Ukraine, when 
Russia used its propaganda assets in Latin America to push conspiracy theories 
about Ukraine and the West to justify the invasion. 

With the CCP, Russia and other autocratic regimes so determined to build their 
presence in Latin America, it is vital that the United States strengthen our relation-
ships with our neighbors in the region. 

The worst thing we could do for our own security, is drive our Latin American 
neighbors into the arms of our adversaries. That is why it is disturbing to hear 
former President Trump and some of my colleagues from across the aisle push reck-
less ideas like unilateral military action in Mexico, which would seriously endanger 
the strategic regional relationships we need to keep America secure. 

It is also alarming that some House Republicans are calling for significant cuts 
to USAID, State Department, and Commerce Department budgets that are crucial 
to building American influence in Latin America, at the same time that the CCP 
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in particular continues to invest in aid and commerce to build their malign influence 
in the region. This is a time for engagement and partnership, not hyper-partisan-
ship. 

Today’s hearing, I hope, is an opportunity for this subcommittee to examine the 
wider threat posed by autocratic nation-states that are setting up shop in the West-
ern Hemisphere with a singular goal—to undermine U.S. leadership in our own 
backyard. 

Chairman PFLUGER. Thank you, Ranking Member Magaziner. 
Other Members of the committee are reminded that opening 

statements may be submitted for the record. 
[The statement of Ranking Member Thompson follows:] 

STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON 

JUNE 21, 2023 

I am grateful for Ranking Member Magaziner’s leadership on this subcommittee 
and his effort to put today’s hearing into focus. It was committee Democrats’ under-
standing that the purpose of this hearing is to discuss foreign malign influence in 
Latin America and how the actions of our geopolitical adversaries in the region im-
pact U.S. interests and homeland security. This is certainly an issue worth explor-
ing. 

However, the Republicans’ media advisory for the hearing once again dem-
onstrates that my colleagues across the aisle are focused on the Southern Border 
to the exclusion of other critical homeland security matters. According to the media 
advisory, the focal point of today’s hearing for Republicans is Border Patrol’s, and 
I quote, ‘‘encounters with individuals from authoritarian countries hostile to the 
United States, such as China, Russia, Cuba, and Venezuela.’’ 

It goes on to note that Republicans are unaware of the migrants’ motives for seek-
ing entry into the United States but does not mention using today’s hearing to ex-
plore the root causes of migration. Perhaps because Republicans are uninterested 
in finding solutions and want to further their partisan agenda against Secretary of 
Homeland Security Alejandro Mayorkas—a case that they have stated is already 
‘‘closed.’’ 

It is high time that this committee start doing oversight of pressing issues, like 
foreign malign influence in Latin America and how the actions of China, Russia, 
and others in our backyard undermine U.S. interests and democracy at large. I— 
once again—urge my Republican colleagues to forgo trying to score political points 
and join Democrats in seeking real solutions to threats to the homeland. 

At the subcommittee’s March 9 and May 23 hearings, Chairman Pfluger stated, 
and I quote, ‘‘This conflict is not with individual citizens of the PRC—this conflict 
is with the CCP, an authoritarian regime that commits genocide against its own 
people, censors free speech across the globe, and aims to end democracy as we know 
it.’’ I could not agree more. Today, we ought to be examining the activities of malign 
nation-state actors in Latin America and the subsequent risks to the homeland, not 
vilifying individuals fleeing autocratic and oppressive regimes. 

The Biden administration’s National Security Strategy notes that the ‘‘Western 
Hemisphere impacts the United States more than any other region.’’ It also recog-
nizes the need for the United States to deepen partnerships with Latin American 
countries ‘‘to advance economic resilience, democratic stability, and citizen security,’’ 
and to protect against external interference or coercion, including from China, Rus-
sia, and Iran. 

So, I am thankful that under Ranking Member Magaziner’s leadership, committee 
Democrats will use today’s hearing to learn from witnesses about the scope of for-
eign malign influence in Latin America and how the United States Government can 
best work to help our allies deter such efforts. 

Chairman PFLUGER. I am pleased to have a distinguished panel 
of witnesses before us today on this very important topic. 

Let the record reflect that the witnesses have answered in the 
affirmative. 

[Witnesses sworn] 
Chairman PFLUGER. I would now like to formally introduce our 

witnesses. 
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Ms. Elaine Dezenski is the senior director and head of the Center 
on Economic and Financial Power at the Foundation for Defensive 
Democracies. With more than 2 decades of leadership in public, pri-
vate, and international organizations, she is a globally-recognized 
expert and thought leader on geopolitical risk, supply chain secu-
rity, anticorruption, and national security. She also held positions 
at the Department of Homeland Security under the Bush adminis-
tration, including deputy and acting assistant secretary for policy 
and director of cargo and trade policy. In 2015, Ms. Dezenski 
launched LumiRisk LCC, a risk advisory practice. In 2017, she 
served as a senior fellow at the Jackson Institute for Global Affairs 
at Yale University and as a lecturer of business ethics in Yale’s 
Program on Ethics, Politics, and Economics. In 2020 to 2021 she 
served on the newly-formed Chairman’s Council on China Competi-
tion at the Export-Import Bank of The United States. Thank you 
for being here. 

Mr. Christopher Hernandez-Roy is the deputy director and senior 
fellow of the Americas Program at the Center for Strategic and 
International Studies. Throughout his more than 25-year career, 
Mr. Hernandez-Roy has worked extensively to advance democratic 
governance, prevent and resolve conflict, strengthen the rule of 
law, respect human rights, ensure citizen security, and promote in-
tegral development across Latin America and the Caribbean. He 
has held various senior leadership positions at the Organization of 
American States, or OAS, having served as senior political advisor 
to two Secretaries General. In this capacity, he most recently docu-
mented the abuses of authoritarian regimes in Venezuela and 
Cuba, and co-led the organization’s efforts to hold the Venezuelan 
regime accountable for possible crimes against humanity. He also 
was intimately involved in the peaceful resolution of border dis-
putes between Honduras and Nicaragua, Belize and Guatemala, 
and Honduras and El Salvador. Thank you for being here. 

Ms. Jessica Brandt is policy director for artificial intelligence and 
emerging technology initiative at the Brookings Institution and a 
fellow in the Foreign Policy Program’s Strobe Talbot Center for Se-
curity Strategy and Technology. Her research interest in recent 
publications focus on foreign interference, digital authoritarianism, 
and the implications of emerging technologies for democracies. Ms. 
Brandt was previously head of policy and research for the Alliance 
for Securing Democracy and a senior fellow at the German Mar-
shall Fund of the United States, a fellow in the Foreign Policy Pro-
gram at the Brookings Institution, special advisor to the president 
of the Brookings Institution, and an international and global affairs 
fellow at the Belfer Center for Science and International Affairs at 
Harvard University. 

I thank all of the witnesses for being here. I know you have sub-
mitted incredible testimonies and I would ask at this time that you 
summarize those and please try to keep to 5 minutes. We do have 
questions on those testimonies. 

At this time I recognize Ms. Elaine Dezenski for your 5 minutes 
to summarize your opening statement. 
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STATEMENT OF ELAINE K. DEZENSKI, SENIOR DIRECTOR AND 
HEAD, CENTER ON ECONOMIC AND FINANCIAL POWER, 
FOUNDATION FOR DEFENSE OF DEMOCRACIES 
Ms. DEZENSKI. Chairman Pfluger, Ranking Member Magaziner, 

thank you so much, distinguished Members of the subcommittee. I 
appreciate the opportunity to be part of today’s conversation. 

Latin America has become increasingly vulnerable to authori-
tarian encroachment. Instead of being filled with democratic 
friends and booming economies, America’s backyard is home to 
Russian bombers and mercenaries, 29 Chinese-owned ports and 
port projects, a wide-spread Iran- and Russia-fueled anti-U.S. prop-
aganda, Chinese enabled-fentanyl and money-laundering oper-
ations, wobbling and fallen democracies, and wide-spread economic 
and political instability. 

In the aftermath of 9/11, DHS could count on and leverage the 
primacy of U.S. global leadership and economic influence to ad-
dress a range of foreign threats to the homeland. Two decades 
later, our economic, trading, and monetary systems are being 
weaponized against us by foreign adversaries and competitors and 
in the process escalating the erosion of democratic rules and norms. 
These threats impact not only our physical borders, but our finan-
cial, digital, and trade borders. 

Since 2008, Latin America has seen a greater decline of demo-
cratic indicators than any other region globally. Authoritarian re-
gimes are driving migration to the Southern Border in tremendous 
numbers, with migrants from Cuba, Venezuela, and Nicaragua now 
outnumbering migrants from the Northern Triangle of Honduras, 
El Salvador, and Guatemala. If we seek to address root causes of 
migration and broader threats to the national and economic secu-
rity landscape, addressing rising authoritarianism is a strategic im-
perative. But it also means fighting back against a false narrative 
designed to undermine the U.S. role in the region. 

The challenge of authoritarian influence in Latin America pre-
sents critical questions about how the United States can use its 
economic and political power to drive stability, opportunity, invest-
ment, and democratic principles. DHS has a central role to play, 
but it requires an evolution of mindset and operational readiness. 
The Department needs to further prioritize its assessment of eco-
nomic security threats, drive more effective deployment of both 
physical and digital boots on the ground, invest in securing new 
critical infrastructure, improve border management tools, and have 
more access to critical data. Finally, it requires a long-term com-
mitment to mutual security and economic benefit for the region, 
with more purposeful engagement with allies and partners. 

In my testimony I outlined several concrete actions that DHS 
and the administration could undertake. One is to identify and 
analyze a broader range of economic security threats as core driv-
ers of homeland security vulnerability. We need to continue to shift 
the intelligence and analysis framework to encompass a wider 
range of actors, threats, and data sources. 

Second, reengaging and expanding private-sector supply chain 
partnerships to improve information and data that supports better 
intelligence gathering and analysis. We need more and deeper part-
nerships with the private sector, especially those involved in manu-
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facturing, transporting, importing, exporting, and investing in com-
mercial operations throughout Latin America. Extension of mecha-
nisms like the Authorized Economic Operator Program offers po-
tential pathways to work with more private-sector actors and have 
more access to trade data. 

Third, conducting a detailed review of China’s multi-layered in-
fluence on ports and trade infrastructure is critical. DHS could lead 
or co-lead a comprehensive review of vulnerabilities at Latin Amer-
ican ports, including links to sanctioned entities, Chinese-made 
technology, assessment of 5G networks, trade data information, 
China’s operations and maintenance strategies at ports, and as-
sessing the risk of dual use infrastructure. 

Fourth, expanding the effectiveness of Trade Transparency units. 
Trade Transparency Units, or TTUs, were established in 2004 to 
exchange trade data between the United States and trading part-
ners to better understand the risks of trade-based money laun-
dering. We really need to get at this problem, and TTUs are a good 
way to do it. Increasing investigative work to uncover Chinese 
money-laundering networks and financial institutions supporting 
them is absolutely critical. As my colleague Anthony Ruggiero and 
I have written, Congress should authorize the President to impose 
a range of sanctions on the facilitators who serve drug traffickers, 
including individuals who are grossly negligent concerning finan-
cial transactions or who export drug precursors. 

Supporting legislation to counter kleptocracy and State-spon-
sored corruption is also critical. Legislation such as the Foreign Ex-
tortion Prevention Act, which was introduced in the last Congress, 
could help with expanding anticorruption enforcement tools and 
building on the Foreign Corrupt Practices Act. 

Finally, a broader strategy to ally shore with regional partners 
can bring the benefit of new supply chains, emerging technologies, 
and opportunities to drive higher levels of U.S. and Western invest-
ment. DHS can help create the security framework that facilitates 
deeper trade, economic engagement, all of which is essential to pro-
tecting the homeland. 

Thank you again for the opportunity to testify, and I look for-
ward to your questions. 

[The prepared statement of Ms. Dezenski follows:] 

PREPARED STATEMENT OF ELAINE K. DEZENSKI 

INTRODUCTION 

Chairman Pfluger, Ranking Member Magaziner, and distinguished Members of 
this subcommittee, thank you for the opportunity to address you today on coun-
tering threats posed by nation-state actors in Latin America. I am pleased to pro-
vide relevant research and policy insights from FDD’s Center on Economic and Fi-
nancial Power (CEFP), where I serve as senior director and head. 

CEFP, one of FDD’s three centers on American power, was launched in 2014 to 
conduct cutting-edge research and promote strategies and policies to bolster an ef-
fective economic security framework that deters America’s adversaries and protects 
U.S. national security objectives. Our lines of research and analysis focus on coun-
tering illicit finance, kleptocracy, and authoritarian corruption; economic warfare, 
including sanctions, export controls, and regulatory guard rails; new alliances for 
economic security; risks to USD primacy; and global supply chain risk. 

Today, I will touch on several examples of how authoritarian states influence 
Latin America’s political, economic, and security dimensions—impacting stability in 
the region and driving mass migration to the United States. Rising populism, slow-
ing growth, hyperinflation, crime, endemic corruption, organized crime, and horri-
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fying violence are displacing populations and changing the economic and political 
dynamics. The influence of authoritarian regimes in Latin America continues to 
grow, especially China’s outsized economic and political influence. 

In the aftermath of 9/11, the Department of Homeland Security (DHS) was cre-
ated to take a more unified, ‘‘whole-of-Government’’ approach to counter new and 
emerging asymmetric terrorist threats to the homeland. I was honored to help stand 
up the Department as deputy and acting assistant secretary for policy development 
and as director of the DHS Office of Cargo and Trade Policy. Those first years form-
ing a new Department were both exhilarating and immensely challenging. We didn’t 
have a playbook for most decision making. But we could count on and leverage the 
primacy of U.S. global leadership and economic influence, which allowed us to take 
essential steps at home and abroad to protect America from further attack. 

Two decades later, we find ourselves in a new paradigm where elements of the 
U.S.-led global economic, trading, and monetary systems are being weaponized 
against us by foreign adversaries and competitors, and in the process, escalating the 
erosion of democratic rules and norms. The traditional terrorist threats evolved and 
persist, but now we face additional and fundamentally different sets of threats to 
the homeland that require new strategies and tactics—threats that are attacking 
not only our physical borders but our financial, digital, or trade borders as well. 

OVERVIEW: RISING AUTHORITARIAN THREATS THROUGHOUT THE HEMISPHERE 

A lack of a compelling and comprehensive U.S. vision for productive engagement 
with Latin America has left our hemisphere vulnerable to authoritarian encroach-
ment and weakening economies. America’s backyard, instead of being filled with 
democratic friends and booming economies, is home to Russian bombers and merce-
naries, 29 Chinese-owned ports and port projects, a wide-spread Iran- and Russia- 
fueled anti-U.S. propaganda machinery, Chinese-enabled fentanyl and money-laun-
dering operations, wobbling and fallen democracies, and wide-spread economic and 
political instability. 

Over the last two decades, Latin America has seen wild swings from left-wing 
populists to right-wing populists and back, all of which have enabled corruption, dis-
appointed their populations, and left the United States with fewer stable partner-
ships across the region. In response, Washington has settled into a hands-off ap-
proach to the region—allowing Venezuela and Nicaragua to slide into dictatorships 
and largely ignoring chaos in Bolivia, Peru, Argentina, and El Salvador. Since 2008, 
Latin America has seen a greater decline in democratic indicators than any other 
region in the world. 

In addition to rising internal autocratic forces within Latin America, external 
autocratic forces are imposing their will upon the region with little in the form of 
a coordinated American response. Russia and Iran are increasingly active through-
out the Americas, providing military assistance to Venezuela, evading sanctions in 
Cuba, or pushing misinformation and destabilizing democracy. The rising influence 
of authoritarianism throughout Latin America is pushing the region toward totali-
tarianism and away from the stable and interdependent democracies that would 
benefit both local citizens and the hemisphere at large. 

The true autocratic behemoth in the region, however, is China, which has ramped 
up its economic investment throughout the hemisphere, driving deep debt depend-
ency while pushing an anti-democratic vision of surveillance states and crumbling, 
corruption-driven infrastructure. Ecuador has already discovered ‘‘thousands’’ of 
cracks in its new $3 billion Chinese-built and -financed hydroelectric dam. Chinese 
organized crime, with tacit state support, is infiltrating Central American drug traf-
ficking and money-laundering operations—supercharging both. China has become 
deeply interwoven in Latin America’s energy grids and critical infrastructure, put-
ting basic services at risk to the whims of Beijing. And China is increasing its mili-
tary engagement throughout the hemisphere, from booming weapons sales and anti- 
riot police gear to joint exercises and training. The United States needs a concrete 
strategy to address Chinese encroachment throughout the region, whether through 
its illegal overfishing off of South America’s Pacific coast or its growing fentanyl op-
erations throughout Latin America. 

America’s cool relations with Central and South America have, meanwhile, failed 
to capitalize on the tremendous promise of the region and its critical role in Amer-
ican economic and national security. A prosperous Latin America lowers the pres-
sure on immigration to the United States, offers critical supply chain advantages, 
and is rich with resources and human talent that should catalyze 21st Century tech-
nologies. Mexico has frequently benefited from U.S. efforts to locate supply chains 
closer to home, but so much more could be done. ‘‘Ally shoring’’ shifts of U.S. manu-
facturing from Asia to Latin America could promote prosperity throughout the re-
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1 Diana Roy, ‘‘China’s Growing Influence in Latin America,’’ Council on Foreign Relations, 
June 15, 2023. (https://www.cfr.org/backgrounder/china-influence-latin-america-argentina- 
brazil-venezuela-security-energy-bri); ‘‘Ganfeng Global Layout,’’ Gangfeng Lithium, accessed June 
16, 2023. (http://www.ganfenglithium.com/about3len.html); ‘‘Zijin Mining Completes Acquisi-
tion of Neo Lithium,’’ ZiJin, February 5, 2022. (https://www.zijinmining.com/news/news-detail- 
119227.htm); Ward Zhou, An Limin, Luo Guoping, and Lu Yutong, ‘‘China consortium to develop 
lithium deposits in Bolivia,’’ Caixin (China), January 27, 2023. (https://asia.nikkei.com/Spot-
light/Caixin/China-consortium-to-develop-lithium-deposits-in-Bolivia); Antonio De la Jara, 
‘‘Tianqi buys stake in lithium miner SQM from Nutrien for $4.1 billion,’’ Reuters, December 3, 
2018. (https://www.reuters.com/article/us-chile-tianqi-lithium/tianqi-buys-stake-in-lithium- 
miner-sqm-from-nutrien-for-4-1-billion-idUSKBN1O217F). 

gion, lower costs for American businesses, and reduce pressures contributing to po-
litical instability and mass migration. 

CORRUPTION, TRADE, CRITICAL MINERALS, AND INFRASTRUCTURE: THE BRI’S BAD DEAL 

Trade between China and Latin America has skyrocketed over the last two dec-
ades, increasing more than 25 times in that span. Over the next decade, trade be-
tween China and the region is projected to double again to over $700 billion. Chi-
nese loans have also increased the debt burden of Latin American countries by $138 
billion. Much of that debt has come from China’s Belt and Road Initiative (BRI)— 
a program that promises quick infrastructure and election-friendly megaprojects for 
which leaders in the region have been eager to sign up. Latin America trails only 
Asia in terms of BRI funding, having received more funding between 2005 and 2021 
than Africa. 

BRI projects are particularly appealing to the rulers of overindebted countries 
with weak governance standards since BRI loans provide no protection against cor-
ruption or limitations on indebtedness. Unfortunately, while BRI mega-projects are 
appealing to political leaders and their cronies, they have left a troubling legacy of 
corruption, broken promises, substandard infrastructure, opaque contractual terms, 
and mountains of debt. 

In Ecuador, the $3.4 billion Coca Codo Sinclair hydroelectric project was supposed 
to provide 1,500 megawatts of electricity for Ecuador’s people. Instead, Ecuadorian 
officials, including former President Lenin Moreno, received more than $75 million 
in bribes, and the citizens of Ecuador received a dam with at least 17,000 known 
cracks—putting the entire project and the lives of locals living downstream at risk. 
A million Ecuadorians were displaced to build the dam. Now there is major doubt 
that it will ever be fully operational. 

Still, the Chinese debt continues to get paid under opaque terms that let Beijing 
walk away with 80 percent of Ecuador’s oil—its most valuable export. On top of 
that, China gets the oil at a massive discount, allowing Beijing to resell the oil on 
the open market for a profit that should be going to Ecuador. 

China has been aggressive in its attempts to exploit Latin America’s abundant 
natural resources as it seeks to monopolize critical supply chains vital to the world’s 
energy future. China controls around 65 percent of global lithium processing and re-
fining capacity. In South America’s Lithium Triangle of Argentina, Bolivia, and 
Chile, home to over half of the world’s known lithium reserves, China is working 
to corner the market in all three countries.1 

American companies, meanwhile, are being sidelined under suspicious cir-
cumstances. The U.S. company EnergyX, the only bidder in Bolivia to successfully 
demonstrate its technology with a pilot plant on-site, was disqualified from bidding 
after missing a deadline by 10 minutes. The project was ultimately awarded to a 
consortium of Chinese companies. 

Finally, a positive trading relationship between the United States and Latin 
America has slowly been eroded and replaced with substantial Chinese engagement. 
This has spurred Brazil to push to resurrect the BRICS alliance as a non-America 
alternative trading and economic engagement bloc. In particular, Brazil has been 
vocally promoting the idea of pursuing a BRICS-based currency as an alternative 
to U.S. dollar primacy and dollar-based trade, with others in Latin America, such 
as Argentina and Venezuela, actively looking to join the alliance. 

The United States, mobilizing its innovative private sector, has much more to 
offer Latin America than an alliance with a moribund Russia and a corrupting 
China can provide. To date, however, commercial risk-aversion and U.S. Govern-
ment disinterest has allowed China to carve out a dominant economic relationship 
throughout the region, much to the detriment of economic security in the Americas. 
The current ‘‘Americas Partnership for Economic Prosperity’’ is an important initia-
tive that focuses on enhancing trade in this critical region, but it needs resources. 
The United States must do more to engage economically with others in the hemi-



14 

sphere, expanding and reinvigorating free trade agreements and de-risking the envi-
ronment for private capital and companies. Strong private-sector engagement com-
bined with a U.S. reprioritization of the rule of law and transparency in Latin 
America has the potential to substantially stabilize conditions in the hemisphere 
and diminish the conditions that contribute to U.S.-bound migration. 

PORTS, LOGISTICS, DATA, AND SURVEILLANCE: LOGINK, CRANES, AND 5G 

China’s 29 ports in Latin America control vast swaths of regional trade, but China 
also manufactures 96 percent of all shipping containers and 80 percent of the 
world’s ship-to-shore cranes, and they lead the world in shipping capacity. Ships, 
containers, and cranes are only the beginning. Chinese-operated ports not only com-
mercially link Beijing to the world but also act as outposts for data gathering and 
surveillance on a massive scale. China’s port companies are legally required to col-
lect information for the Chinese Communist Party. 

Data collection is happening everywhere in the ports and providing China with 
a significant asymmetric advantage. Seemingly mechanical shipping cranes are 
being investigated as spying tools. China’s logistical software system, LOGINK, is 
being used at ports around the world and tracks a wide range of trade, market, and 
maritime information, including: vessel and cargo status, customs information, bill-
ing and payment data, geolocation data, price information, regulatory filings, per-
mits and driver’s licenses, trade information, and booking data—information that 
gives Beijing critical commercial and geopolitical advantages. Chinese ports have 5G 
towers providing Wi-Fi to cruise ship tourists, and China provides the operating sys-
tems for the ports facility computers. 

China’s information advantage could permit Beijing to pinpoint economic attacks 
on critical U.S. trade and supply chain vulnerabilities. Even worse, China has 
knowledge and control over vast amounts of maritime infrastructure that underlies 
the shipping of Western military supplies, equipment, and components—cornering 
logistical data that could severely undermine U.S. and allied military capabilities 
in any potential conflict. 

China’s high-powered navy—now the largest in the world—also maintains critical 
advantages by having access to a global web of state-owned ports. Chinese commer-
cial ports routinely host ships from China’s navy and could act as critical resupply 
points—providing a massive tactical advantage in any potential conflict. China is, 
moreover, actively pursuing civilian/military interoperability to make infrastructure, 
such as its ports, even more militarily valuable. 

Foreign ownership or control of global ports and their informational infrastructure 
is not an intrinsic hazard. However, given China’s aggressively adversarial economic 
and geopolitical posture toward the West, it is critical that risks of China port-own-
ership are fully understood and mitigated. This must begin with understanding 
what exactly China knows: what information it is collecting, what data streams it 
has access to, and what state-sponsored intelligence gathering is linked to its port 
operations. 

The United States should also work closely with Canada and Mexico to ensure 
that China’s logistical advantages do not allow Beijing to manipulate trade informa-
tion in ways that undermine North American security, such as promoting trade- 
based money laundering, disguising fentanyl operations, aiding human trafficking, 
or contributing to other national security trade risks. In the same vein, the United 
States has an opportunity to collaborate with global allies that also face Chinese 
port-related risks to comprehensively examine and test operations and logistical sys-
tems to make sure that trade data is not being compromised or weaponized. 

FENTANYL AND MONEY LAUNDERING: TWO SIDES OF THE SAME COIN 

The fentanyl crisis has tremendous consequences for the United States. One hun-
dred thousand Americans are dying from drug overdoses a year—the vast majority 
of those from synthetic drugs like fentanyl. That is more than all the deaths from 
car crashes and gun violence combined. While most Americans understand the im-
pact of fentanyl on our communities, what is less understood is the sophisticated 
network of internationally organized criminal syndicates, illicit precursor supply 
chains, and Chinese money-laundering operations that underpin this tragedy. 

Fentanyl is unique, both in its lethal nature and in terms of the victims it targets. 
By and large, fentanyl is not being used by the general addict population but is 
much more likely to be used, unknowingly, by children and first-time users that be-
lieve they are buying legitimate pharmaceuticals, like Adderall or 
Vicodin . . . with deadly consequences. By disguising fentanyl (which costs as little 
as 10 cents a pill to produce) as more profitable pharmaceuticals, Mexican cartels 
make a killing by killing American kids. 
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Tragically, fentanyl is a drug crisis that is simultaneously a money-laundering cri-
sis, chewing up American children in the process. Fentanyl, manufactured in Mexico 
from precursor chemicals imported openly from China, is just one link in a money- 
laundering process that is primarily designed to allow Chinese nationals circumvent 
China’s strict controls on taking cash out of the country. Chinese money launders 
take dollars from the drug cartels, sell them to Chinese expats for yuan, trade the 
yuan to Mexican businesses that trade with China, taking pesos back, and then they 
sell the pesos back to the drug cartels—with the money launderer taking a cut at 
every transaction. One anonymous U.S. source described the Chinese operation as 
‘‘the most sophisticated form of money laundering that’s ever existed.’’ 

We can no longer consider our border a physical barrier between the United 
States and Mexico. Increasingly, our trade and financial borders reach world-wide— 
and China is taking advantage, breaching those borders at will. As Admiral Craig 
Fuller, commander of U.S. Southern Command, said in 2021, Chinese money laun-
dering is ‘‘the No. 1 underwriter of transnational criminal organizations.’’ As an-
other expert pointed has pointed out, China launders roughly half of the world’s il-
licit money, responsible for cleaning approximately $2 trillion in illicit proceeds a 
year. 

Fortunately, the illicit finance backbone of the fentanyl trade is also its greatest 
weakness. While interdicting tiny pills at the physical border is nearly impossible, 
truckloads of cash are passing right under our noses, running through our financial 
system and, often, operating in plain sight. Building a strategy to follow and attack 
the money, therefore, will do far more to stem the dramatic rise in overdose deaths 
than any other drug enforcement strategy. 

MISINFORMATION AND RISING AUTHORITARIANISM 

Authoritarian regimes are driving migration to the Southern Border in tremen-
dous numbers with migrants from Cuba, Venezuela, and Nicaragua now outnum-
bering even migrants from the Northern Triangle of Honduras, El Salvador, and 
Guatemala. If we are seeking to address the root causes of migration, addressing 
rising authoritarianism is a strategic imperative. It also means fighting back 
against a false narrative designed to undermine the U.S. role in the region. 

Authoritarianism throughout the hemisphere is increasingly supported and en-
abled by a sophisticated misinformation campaign by a new Axis of 
Authoritarianism, most notably Russia, Iran, and Venezuela. As Southern Com-
mand Administrator General Laura Richardson stated in her 2022 Posture State-
ment to Congress, ‘‘Russia intensifies instability through its ties with Venezuela, en-
trenchment in Cuba and Nicaragua, and extensive disinformation operations.’’ 

Russia’s main conduits for propaganda throughout Latin America are Russia To-
day’s Spanish language channel, Actualidad RT, and Sputnik’s Spanish channel, 
Sputnik Mundo. These are channels are then amplified by the Venezuelan-led chan-
nel, TeleSur and the Iranian channel, HispanTV, whose broadcasts to Spanish- 
speaking audiences are closely intertwined with Russia’s. 

As pointed out by my colleague, Emanuele Ottolenghi, ‘‘the Spanish language 
media networks controlled by Iran, Russia, and Venezuela push out conspiracy theo-
ries, fake news, whataboutism, and disinformation,’’ whereby authoritarian govern-
ments package ‘‘their imperialism as resistance, their terrorism as anti-terrorism, 
and their authoritarianism as democracy.’’ 

Russia itself is transparent in its attempts to use propaganda as a weapon of war 
to promote its narrative throughout Latin America and build consensus for pro-au-
thoritarian, anti-American policies. As the editor-in-chief of Russia Today stated 
‘‘ . . . not having your own foreign broadcasting is like not having a Ministry of 
Defense. When there is no war, it seems to be unnecessary. But damn, when there 
is a war, it’s downright critical.’’ 

The reach of this propaganda is tremendous. RT’s Spanish Twitter account has 
3.4 million followers. Its YouTube account has 5.9 million subscribers. TeleSur’s 
Twitter has 2 million followers. 

The United States has not sanctioned any of these channels. It should. 
Canada, the European Union, and the United Kingdom have already blocked RT 

and Sputnik with sanctions. After ordering the removal of Russian state-owned 
media from internet search results, the European Union imposed sanctions on RT 
and Sputnik in March 2022, and in May 2022, it banned additional Kremlin-backed 
media platforms, such as RTR Planeta, Russia 24, and TV Centre. 

But RT and Sputnik are still available on cable, the internet, and social media, 
across the United States and throughout Latin America, with significant, negative 
impact on global audiences. U.S. sanctions could change that, severely degrading a 
key weapon to promote authoritarian disinformation. 
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Hispanic TV is owned by the Islamic Republic of Iran Broadcasting authority, or 
IRIB. The U.S. Department of Treasury has sanctioned IRIB. As an IRIB sub-
sidiary, HispanTV, should also be sanctioned. 

Russian and Iranian regimes further boost Latin American authoritarianism with 
military sales, joint exercises, direct funding, and commercial engagement. Iranian 
warships were recently welcomed to Rio de Janeiro, and 2 weeks ago, Iranian and 
Venezuelan officials signed 25 separate memoranda of understanding on issues that 
could be used for military cooperation or sanctions evasion. The United States must 
do more to push authoritarian regimes out of Latin America. 

RECOMMENDATIONS 

The challenge of authoritarian interference in Latin America presents critical 
questions about how the United States can use its vast economic and political power 
to drive stability, opportunity, investment, and democratic principles. Most criti-
cally, we must determine how we can leverage diplomatic and operational engage-
ment in the region to secure our borders, convey benefit to more people throughout 
our hemisphere, and reinvigorate true democracy in the process. The U.S. Govern-
ment, in close and aligned partnership with the private sector, must present a com-
pelling vision for new economic alliances and democracy-reinforcing engagements 
that push back against the malign and corrupting influence of foreign authoritarian 
governments from Asia, Europe, and the Middle East. 

DHS has a central role to play. DHS and its relevant components can implement 
a more effective strategy to understand, address, and mitigate threats to the home-
land emanating from Latin America. But it requires a shift in mindset and thinking 
more creatively about the tools available and new ones required. In general terms, 
this demands that DHS: 

• Have a plan. DHS should implement a more robust economic security threat as-
sessment process that prioritizes foreign adversaries and strategic competitor 
interests. 

• Show up. A risk-based approach to economic security threats can drive more ef-
fective deployment of both physical and digital boots on the ground for gath-
ering intelligence and information, especially at ports, and establishing core re-
lationships with government counterparts and private-sector actors. 

• Bring resources. DHS must invest in its own critical security infrastructure in 
the region and more directly support USG efforts to bring more capital and pri-
vate-sector partners to strategic regional investments, especially in critical sup-
ply chains, foreign commercial port operations, and other strategic vectors 
where we have known vulnerabilities. 

• Commit. Long-term responses will send the right message to partners and al-
lies. The post-9/11 operational readiness and investment strategies have largely 
fallen by the wayside. We need to send a stronger message to friends and part-
ners in the region that we are committed to long-term partnerships. Otherwise, 
China and other malign actors will wait us out. 

More specifically, DHS can undertake the following concrete actions to strengthen 
its efforts to combat malign authoritarian influence in Latin America: 
(1) Identify and analyze a broader range of economic security threats as core drivers 

of homeland security vulnerability. 
New and emerging threats across Latin America—from rising authoritarianism, 

high-tech surveillance tactics, weaponized corruption, and increasingly deadly 
drugs—leave our borders, and our regional economic and security objectives, vulner-
able to the malign influence of adversaries and competitors, from both within and 
outside of the Western Hemisphere. DHS must shift its intelligence and analysis 
framework to encompass a wider range of new actors, threats, and data sources to 
ensure that its intelligence and analysis anticipate a range of interrelated national 
and economic threats in Latin America as drivers of risk, vulnerability, and migra-
tion. The threat picture is complex and nuanced, but, at the same time, these actors 
also exploit existing mechanisms. Smuggling, trafficking, intellectual property viola-
tions, illicit trade, disinformation campaigns, and money laundering are flourishing 
and increasingly used by both transnational criminal organizations (TCOs) and au-
thoritarian state actors. These tools are leveraged as mechanisms for strengthening 
criminal networks, advancing anti-American political and economic objectives, and 
exerting malign influence on the homeland. Meanwhile, threats from China’s mas-
sive infrastructure investment strategy and growing trade relationships have dented 
U.S. economic leadership in the region while co-opting foreign officials willing to go 
along with Beijing’s wishes and create unprecedented access to valuable natural re-
sources, commercial infrastructure, and military engagement. These new and evolv-
ing vectors of risk should be more tightly woven into DHS’s existing threat analysis. 
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(2) Re-engage and expand private-sector supply chain partnerships to improve infor-
mation and data that supports better intelligence gathering and analysis. 

We need more and deeper partnerships with the private sector, especially those 
involved in manufacturing, transporting, importing, exporting, and investing in com-
mercial operations and key supply chains in Latin America. Much like the imme-
diate post-9/11 environment, it is critical to take a more collaborative approach to 
risk-based targeting and effective use of data to maintain a real-time view at the 
ports and across vital economic interests. But we need to evolve beyond legacy ter-
rorist threats. Extension of mechanisms like the Authorized Economic Operator 
(AEO) program and additional Mutual Recognition Arrangements (MRAs) offers po-
tential pathways. Created after 9/11 as part of the Bali Trade Facilitation Agree-
ment, AEO is the equivalent of the Customs Trade Partnership Against Terrorism, 
or C–TPAT, for non-U.S. entities. Programs like AEO, if used effectively, can im-
prove our ‘‘ground game’’ by connecting DHS with critical foreign-based private-sec-
tor organizations willing to provide more advanced trade data and information to 
CBP in exchange for expedited access at the borders. We need more connectivity to 
information and engagement with supply chain actors and operators that have ac-
cess to valuable data streams. In some cases, additional private sector-driven link 
analysis and analytics can provide a much deeper view into the actions of individ-
uals, entities, competitors, and adversaries and our global supply chain vulner-
ability. Working with AEOs and helping to grow private-sector participation in such 
programs could be a significant contributor to better informational and intelligence 
analysis. 
(3) Conduct a detailed review of China’s multi-layered influence on ports and related 

critical trade infrastructure in Latin America and strategies to counter that in-
fluence. 

DHS and CBP should lead a comprehensive review of potential vulnerabilities at 
Latin American ports, including mapping Chinese ownership and links to the sanc-
tioned entities; the implementation of Chinese-made technology, including cranes, 
screening devices, logistics software, and the security data associated with these ca-
pabilities; an assessment of 5G network access and ownership, cyber risks, relevant 
trade data information; understanding China’s operations and maintenance strate-
gies and influence; assessing the risk of potential dual-use infrastructure; and inves-
tigating illicit actors and entities associated with critical infrastructure. 
(4) Expand and enhance the effectiveness of Trade Transparency Units. 

Trade Transparency Units (TTUs) were established in 2004 to exchange trade 
data between the United States and its trade partners on a bilateral basis and im-
prove the understanding of trade-based money laundering. TTUs should be 
resourced and supported as part of a broader effort to counter the illicit financial 
pathways favored by authoritarians. 

As of 2020, the United States has trade transparency agreements—the mecha-
nisms that allow for the exchange of information between jurisdictions—with over 
a dozen countries and their Trade Transparence Units (TTUs), primarily in Central 
and South America. An April 2021 GAO report recommended that DHS expand the 
number of agreements and ‘‘develop a strategy for the TTU program to ensure ICE 
has a plan to guide its efforts to effectively partner with existing TTUs, and to ex-
pand the program, where appropriate, into additional countries.’’ 

Concurrently, Congress must work with the administration to strengthen the ef-
fectiveness of our own TTU. Another GAO report released in December 2021 identi-
fied two critical deficiencies: 

1. The establishment of an ‘‘interagency collaboration mechanism to promote 
greater information sharing and data analysis between Federal agencies and 
with relevant private-sector entities on issues related to trade-based money 
laundering and other illicit trade schemes’’; and 
2. Ensuring that ICE take ‘‘steps to enable and implement sharing of the Trade 
Transparency Unit’s trade data—including for the purposes of trade data anal-
ysis about patterns or trends of illicit activity related to trade-based money 
laundering and similar schemes—with U.S. agencies with roles and responsibil-
ities related to enforcing trade laws and combating illicit financial activity, as 
appropriate.’’ 

As of today, these recommendations remain unresolved, with ICE officials noting 
that the ‘‘data-sharing agreements with foreign countries prohibit the sharing of 
their information, and data-sharing agreements among U.S. law enforcement agen-
cies provide a mechanism to request access and authorization if an agency needs 
access.’’ Congress should review DHS’s authorities to find a way to streamline the 
exchange of information between the United States and partner TTUs. 
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(5) Increase investigative work to uncover Chinese money-laundering networks and 
the financial institutions supporting them. 

As my colleague Anthony Ruggiero and I have written, Congress should authorize 
the President to impose a range of sanctions on the facilitators who serve the drug 
traffickers, including individuals who are grossly negligent concerning financial 
transactions or export drug precursors. DHS can play a role in this effort by surging 
its investigative resources to identify entities involved in producing and shipping 
precursor chemicals and supporting surge capacity with law enforcement counter-
parts to investigate U.S.-based and foreign money-laundering networks and associ-
ated persons and entities. 

Congress should also enact so-called secondary sanctions targeting those who do 
business with the primary targets of fentanyl sanctions. Specifically, the law should 
impose sanctions on foreign financial institutions that knowingly conduct or facili-
tate significant financial transactions on behalf of a sanctioned person. 
(6) Support legislation to counter kleptocracy and state-sponsored corruption, such as 

the Foreign Extortion Prevention Act (FEPA). 
Corruption preys on weak regimes throughout Latin America, boosting 

authoritarianism, destroying lives and livelihoods, undermining U.S. interests, 
pushing out law-abiding U.S. companies, and facilitating China’s bribe-fueled incur-
sions throughout the hemisphere. U.S.-based and U.S.-listed companies face major 
consequences for bribing foreign officials under the Foreign Corrupt Practices Act. 
Corrupt officials, however, get off scot-free, as do the Chinese companies and offi-
cials bringing gift boxes filled with cash. 

China is sidelining American companies in the race for critical resources, partner-
ships, and contracts largely because corruption and opacity are central features of 
Chinese engagement. In order to raise the stakes for crooked foreign officials and 
narrow the window for Chinese interference, Congress should consider expanding 
anti-corruption law enforcement tools such as those found in the Foreign Extortion 
Prevention Act (FEPA)—which would parallel the FCPA by criminalizing bribe de-
mands made of U.S. and U.S.-listed companies. 

FEPA had strong bipartisan support in the last Congress, is supported by the U.S. 
Chamber of Commerce and a broad coalition of civil society, and reflects a commit-
ment included in the National Security Council’s Strategy on Countering Corrup-
tion. 

Chairman PFLUGER. Thank you, Ms. Dezenski. 
The Chair now recognizes Mr. Hernandez-Roy for his opening 

statement of 5 minutes. 

STATEMENT OF CHRISTOPHER HERNANDEZ-ROY, DEPUTY DI-
RECTOR AND SENIOR FELLOW, AMERICAS PROGRAM, CEN-
TER FOR STRATEGIC AND INTERNATIONAL STUDIES 
Mr. HERNANDEZ-ROY. Chairman Pfluger, Ranking Member Mag-

aziner, and distinguished Members of the Subcommittee on 
Counterterrorism, Law Enforcement, and Intelligence, thank you 
very much for allowing me to testify today on this important sub-
ject. 

The democratic, relatively prosperous, and largely pro-U.S. na-
ture of Latin America and the Caribbean has been a strategic asset 
for the United States for decades. Yet the region today is at a tip-
ping point. There is a significant risk that it could become a liabil-
ity in strategic competition with China, to a lesser extent Russia 
in the next decade. 

In particular, the influence of extra regional authoritarians, to 
include also Iran, has been on the rise throughout Latin America. 
These actors pose an interlocking challenge to regional and by ex-
tension, U.S. security. While each possesses different capabilities 
and long-term objectives, they often coordinate both informally and 
formally to challenge U.S. influence in the region. It is therefore 
important to view these three actors not in isolation, but how their 
behaviors reinforce and interrelate. 
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Moscow, Beijing, and Tehran each espouse different geopolitical 
goals and world views, yet they have shown an alarming degree of 
convergence when it comes to effort efforts at fomenting discord 
and disruption within the United States’ shared neighborhood. 
Such efforts come both through support for overt authoritarians, 
especially the dictatorial regimes of Cuba, Nicaragua, and Ven-
ezuela, but also where they cannot totally pull countries out of the 
U.S. orbit. These regimes seek to peel away once staunch U.S. al-
lies and convert them into comparatively neutral bystanders. This 
can be seen with the rhetoric of the government of Brazil ascribing 
blame to both Ukraine and Russia for the war. In Argentina, Brazil 
and longstanding ally Colombia’s refusal to sell Soviet legacy weap-
ons to help Ukraine defend itself. It is noteworthy that no Latin 
American country, save Costa Rica, has joined the international 
sanctions effort against Russia. Russia’s brutal and illegal invasion 
of Ukraine has caused autocracies the world over to close ranks 
and sharpen their competition with the United States and with fel-
low democratic allies. 

From a Russian nuclear capable strategic bomber visiting Cara-
cas a few years ago to more recent developments, such as the dock-
ing of Iranian warships in Brazil, to possible Iranian drone manu-
facturing in Venezuela for use against Ukraine, to revelations 
about Chinese espionage activities against the United States from 
Cuba and reported overtures to Haiti by the notorious Russian 
Wagner group. All have plainly illustrated the risks to U.S. secu-
rity that come from allowing dictatorships to proliferate and coordi-
nate their activities. 

I should just add that yesterday it was revealed that China and 
Cuba are also discussing military training on the island, which 
might bring Chinese troops to the island. 

Another comparatively underappreciated dimension is the role 
authoritarian alliances in helping dictators remain in power and 
repress their populations more effectively, accelerating mass irreg-
ular migration to the detriment of the region at large. The most 
dramatic example, of course, comes from Venezuela, where over 7.3 
million people have left the country to escape Nicolas Maduro’s 
gross mismanagement, misery, and repression. He remains in 
power, shored up by arms and intelligence from Russia, China, and 
Cuba and his sanctions evading oil trade with Iran. 

Nicaragua has also seen a dramatic uptake in outward migra-
tion, with 600,000 people fleeing since the murderous state crack-
down in 2018, creating an acute crisis in neighboring Costa Rica, 
while U.S. apprehensions of Nicaragua at the Southern Border 
have multiplied by a factor of more than 50 in the last 2 years. 
Cuba, the longest-standing dictatorship in the hemisphere con-
tinues to send migrants as the country’s economy reels and as the 
regime further clamps down on dissent following the massive pro-
tests held on the island in July 2021. 

The regime in Venezuela has taken advantage of the mass exo-
dus of its people and the generous humanitarian responses from 
neighboring countries to send its spies abroad to continue to harass 
and persecute Venezuelan opposition figures in Colombia, for in-
stance. Thus a U.S. adversary has taken advantage of this human 
wave to conceal the entry of spies into a traditional U.S. ally. This 
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begs the question of what more sophisticated U.S. adversaries like 
China and Russia might be doing to take advantage of the historic 
migration flows across the U.S. Southern Border. 

The presence of dictatorial regimes within the Western Hemi-
sphere offers a springboard for extra hemispheric authoritarians to 
expand their influence, co-opting, coercing, and manipulating other 
countries in the region to undermine their relations with the 
United States, often empowering antidemocratic forces in the proc-
ess. 

These challenges should not cause us to estimate the consider-
able advantages we still possess when it comes to geopolitical com-
petition in the Hemisphere. Latin America, on the whole, still looks 
to the United States as its preferred partner. If the United States 
seizes the opportunity to present a comprehensive, well-resourced 
counteroffer, the region will consider it seriously. Crafting such a 
response, however, will require a sustained and forward-looking 
strategy for engagement, which to date has unfortunately appeared 
lacking from the U.S. Government, which has long turned to the 
region only in response to crisis and neglected it at other times. 

Thank you, Mr. Chairman. 
[The prepared statement of Mr. Hernandez-Roy follows:] 

PREPARED STATEMENT OF CHRISTOPHER HERNANDEZ-ROY 

JUNE 21, 2023 

Chair Pfluger, Ranking Member Magaziner, and distinguished Members of the 
Subcommittee on Counterterrorism, Law Enforcement, and Intelligence, I am very 
grateful for this opportunity to testify before you today. The views represented in 
this testimony are my own and should not be taken as representing those of my 
current or former employers. 

The democratic, relatively prosperous and largely pro-U.S. nature of Latin Amer-
ica and the Caribbean (LAC) has been a strategic asset for the United States for 
decades. Yet, the region today is at a tipping point; there is a significant risk that 
it could become a liability in strategic competition with China and to a lesser extent 
Russia in the next decade. In particular, the influence of extra-hemispheric authori-
tarians, including Iran, has been on the rise throughout LAC. These actors pose 
interlocking challenges to regional, and by extension U.S. security. While each pos-
sesses different capabilities and long-term objectives, they often coordinate both in-
formally and formally to challenge U.S. influence in the region. It is therefore im-
portant to view these three actors not in isolation, but how their behaviors reinforce 
and interrelate. Moscow, Beijing, and Tehran each espouse different geopolitical 
goals and world views, yet they have shown an alarming degree of convergence 
when it comes to efforts at fomenting discord and disruption within the United 
States’ shared neighborhood. Such efforts come both through support for overt au-
thoritarians, especially the dictatorial regimes in Cuba, Nicaragua, and Venezuela, 
but also where they cannot totally pull countries out of the U.S. orbit, these regimes 
seek to peel away once staunch U.S. allies and convert them into comparatively neu-
tral bystanders. This can be seen with the rhetoric of the government of Brazil, as-
cribing blame to both Ukraine and Russia for the war, and in Argentina, Brazil, and 
long-standing ally Colombia’s refusal to sell Soviet legacy weapons to help Ukraine 
defend itself. It is noteworthy that no LAC country, save Costa Rica, has joined the 
international sanctions effort against Russia for its war of aggression. 

Russia’s brutal and illegal invasion of Ukraine has caused autocracies the world 
over to close ranks and sharpen their competition with the United States and fellow 
democratic allies.1 Indeed, recent developments in the region, from the docking of 
Iranian warships in Brazil, to revelations about Chinese espionage activities in 
Cuba, and overtures to Haiti by the notorious Russian Wagner group, have plainly 
illustrated the risks to U.S. security that come from allowing dictatorships to pro-
liferate and coordinate their activities. Another comparatively under-appreciated di-
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mension is the role of authoritarian alliances in helping dictators remain in power 
and repress their populations more effectively, accelerating mass irregular migra-
tion to the detriment of the region at large. 

The most dramatic example of this comes from Venezuela, where over 7.3 million 
people have left the country as a result of the profound economic, security, and hu-
manitarian crises brought on by the regime of Nicolás Maduro’s gross mismanage-
ment and repression.2 Maduro nevertheless remains in power, shored up by arms 
and intelligence from Russia and China, and a sanctions-evading oil trade with 
Iran. Nicaragua has also seen dramatic upticks in outward migration, creating an 
acute crisis in neighboring Costa Rica, while U.S. apprehensions of Nicaraguans at 
the Southern Border have multiplied by a factor of more than 50 between fiscal 
years 2020 and 2022.3 Even Cuba, the longest-standing dictatorship in the hemi-
sphere, has seen record-setting levels of migration as the country’s economy con-
tinues to reel and as the regime further clamps down on dissent following the mas-
sive protests on the island in July 2021.4 

Furthermore, the presence of dictatorial regimes within the Western Hemisphere 
offers a springboard for extra-hemispheric authoritarians to expand their influence, 
co-opting, coercing, and manipulating other countries in the region to undermine 
their relations with the United States, often empowering anti-democratic forces in 
the process. 

These challenges should not cause the United States to underestimate the consid-
erable advantages it still possesses when it comes to geopolitical competition in the 
hemisphere. LAC on the whole still looks to the United States as its preferred part-
ner. If the United States seizes the opportunity to present a comprehensive, well- 
resourced counteroffer, the region will consider it seriously. Crafting such a response 
however will require a sustained, and forward-looking strategy for engagement with 
LAC which to date has unfortunately appeared lacking from a United States Gov-
ernment which has long turned to the region only in response to crisis and neglected 
it at all other times. 

RUSSIA: THE GREAT DISRUPTOR 

Facing resource constraints which have only grown more acute in the wake of its 
2022 full-scale invasion of Ukraine, Russia nevertheless evidences a brazen dis-
regard for international norms and law in its efforts to disrupt the security of the 
United States and allies, including in the Western Hemisphere. While Russia cannot 
compete with China or the United States in provision of raw economic assistance, 
it makes up for this through the sheer diversity of avenues in which Moscow seeks 
to advance its interests by any means necessary. 

Russian influence in the region primarily comes from security ties, fostered 
through Moscow’s global arms industry which countries across Latin America have 
relied upon in the past to fill their armories with cheap, reliable weapons and equip-
ment. In June 2022, Nicaragua renewed the mandate for Russian military forces to 
operate within its borders. Russia also maintains a number of GLONASS satellite 
positioning stations, with one outside of Managua and another scheduled to be de-
ployed in Venezuela.5 The infamous Wagner private military contractor has also set 
up shop in Venezuela, providing security for Maduro and training the Venezuelan 
armed forces.6 The role of this shadowy state-affiliated mercenary group is cause for 
elevated concern especially as leaked U.S. intelligence reports have indicated the 
group also explored contracts to provide security in Haiti. More recently, reports 
have circulated of Cuban citizens living in Russia signing up to fight in Ukraine, 
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while Havana and Russian client state Belarus recently inked a deal for Cuban 
forces to help train the Belarussian military.7 

Cybersecurity is another vulnerability which Russia has proven adept at exploit-
ing. This in some respects can be traced to a lack of awareness across the region 
as to the vulnerabilities faced from infiltration by malign foreign actors. This ex-
tends even to regional ministries and national defense institutions. The Brazilian 
military for instance relies on Russian firm Kaspersky Lab for data protection serv-
ices, even to the point of renewing its contract the summer of 2022 as the war in 
Ukraine raged.8 Russian cyber actors have also used their technologies to interfere 
in elections in Chile, Colombia, Ecuador, and Peru, among others. This has mostly 
taken the form of disinformation and amplifying polarizing voices and showcases 
Moscow’s well-developed mis- and disinformation tactics. Such capabilities are fur-
ther augmented by ostensibly aboveboard news outlets. RT en español and Sputnik 
Mundo, Russia’s Spanish-language mouthpieces, have over 30 million viewers in 
Latin America and the Caribbean, with media agreements to operate in 11 coun-
tries.9 Russia’s ability to exploit mis- and disinformation opportunistically was on 
display recently when images from Mexico of cartel soldiers wielding U.S.-made AT– 
4 anti-tank missile launchers began circulating on social media. Russian sources, 
amplified by Moscow’s embassy in Mexico City, seized on the narrative that these 
launchers were redirected from U.S. arms shipments to Ukraine, pushing false 
claims that the war there was fueling Mexico’s internal security challenges.10 

Russia’s on-going war has also touched off a wave of migration, as thousands of 
mostly young, educated Russians flee the country by increasingly circuitous and 
dangerous routes to avoid being drafted to fight in Ukraine. The number of Russian 
nationals encountered at the United States’ border quadrupled between 2021 and 
2022. Russians seeking entry to the United States often transit through Mexico due 
to significantly easier visa requirements.11 While these outflows underscore the 
unpopularity of Moscow’s war, they create novel challenges for North American se-
curity as well. Rising levels of Russian migrants through Mexico open new revenue 
streams for criminal groups engaged in human smuggling. Those fleeing Russia are 
not the only newcomers to Mexico, which, according to U.S. Northern Command, is 
home to the largest concentration of GRU agents outside of Russia.12 Weaknesses 
in screenings of Russians seeking asylum may therefore present new avenues for 
Moscow to infiltrate and disrupt the United States itself, to say nothing of the corro-
sive effects on regional security Russian espionage has already produced. 

CHINA: CIVIL-MILITARY FUSION 

The People’s Republic of China (PRC) engages with LAC first and foremost 
through an economic framework. Between 2000 and 2020, the PRC’s share of trade 
with the region grew eightfold, and China’s signature Belt-and-Road Initiative (BRI) 
has successfully garnered some 21 signatories in the hemisphere. Nevertheless, 
viewing Beijing’s relationship to the Western Hemisphere solely as one of trade ob-
scures many of the more nefarious activities which have emerged as part and parcel 
of expanded PRC engagement. 

The PRC’s interests in LAC are manifold. Broadly speaking, LAC is vital to Chi-
na’s economic development, as it is home to extensive deposits of natural resources, 
including minerals and metals such as copper and lithium, as well as petroleum 
products. LAC is also key for China’s food security, with the region representing 
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much of the PRC’s food imports.13 Increasingly, as China’s economy cools off from 
its previous red-hot growth, China is turning toward LAC countries not merely for 
their raw materials, but as a base of consumers eager to purchase Chinese-manufac-
tured products. Geopolitically, China has long been fixated on the region as home 
to the majority of sovereign states that continue to recognize Taiwan. The PRC has 
assiduously chipped away at this number, and three Central American countries— 
Panama, El Salvador, and Nicaragua—have switched diplomatic recognition from 
Taiwan to China since 2017. So too has the nearby Caribbean Island nation of Do-
minican Republic, and in March 2023, the government of Xiomara Castro in Hon-
duras recognized the PRC, opening an Embassy in Beijing on June 11; a move 
which brought the total number of Taiwanese diplomatic allies in the region down 
to just 7 countries. In Guatemala as well, which is headed toward Presidential elec-
tions at the end of June, outward support for Taiwan may nevertheless belie an in-
ternal calculus where recognition is far more contingent. Should recognition of Tai-
wan slip further in the hemisphere, the PRC will in all likelihood be further 
emboldened in its rhetoric and provocations directed toward the island.14 

While the PRC has clear strategic interests underpinning its focus on LAC, Chi-
na’s engagement in the hemisphere is largely regime-agnostic. Nevertheless, high 
levels of PRC engagement have been associated with worrying trends in recipient 
countries’ democratic health. China often acts as a ‘‘lender of last resort,’’ 
bankrolling authoritarian governments when other sources of financing will not 
touch these. The China Development Bank and the Export-Import Bank of China 
offered in excess of USD $137 billion to the region in loans to various sectors, Ven-
ezuela being the single greatest recipient of Chinese loans at USD $60 billion.15 
Furthermore, China’s public security initiatives have raised concerns after the 
PRC’s ‘‘safe cities’’ surveillance technology was associated with crackdowns on oppo-
sition parties in countries like Ecuador under the Correa government, to say noth-
ing of China’s assistance with social control and digital monitoring in Venezuela.16 

Military and security collaboration is also a growing aspect of Chinese activity in 
LAC. China has sold equipment to military and police forces from countries histori-
cally opposed to the United States—such as Venezuela, Cuba, and Bolivia—as well 
as close American partners like Colombia, Chile, and Ecuador. Venezuela, however, 
is by far the region’s largest buyer of PRC arms. Between 2009 and 2019, $615 mil-
lion in weapons was sold to Venezuela.17 China could be poised to make greater 
arms sales to fill a vacuum left by Russia needing to keep supplies at home due 
to its invasion of Ukraine. In addition to military sales, the People’s Liberation 
Army has a burgeoning presence in the region, which it maintains through training 
and visits, permitting it greater familiarity with countries’ operational frameworks 
and preparedness, as well as their strategic doctrine and training routines. China 
has furthermore exploited a paucity of U.S. police assistance in the region, coupling 
this with the dire security crises faced by countries throughout the hemisphere, to 
advance its own model of security assistance.18 

While China leads with trade and investment, security concerns are never far off, 
as one report by the Asia Society outlines how China employs ‘‘civil-military fusion’’ 
in its development projects, ensuring that they are designed to specifications that 
offer both commercial and military advantages.19 In Latin America, this manifests 
in projects like the Espacio Lejano space research station in Argentina, which is ef-
fectively off-limits to inspection by Argentine authorities. Analysts have noted that, 
while certainly capable of its stated purpose of deep space scientific research, the 
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station could readily be used for satellite telemetry tracking and control, collecting 
signals intelligence, and even potentially missile guidance, tools which would serve 
China well in a potential conflict scenario.20 Even further south, the PRC is seeking 
to expand its presence with a new agreement between Chinese state-owned Shaanxi 
Chemical Industry Group Co. Ltd. and the province of Tierra del Fuego to begin con-
struction on a port in Ushuaia, a key gateway to the Antarctic, and strategic 
chokepoint along the Drake Passage and Strait of Magellan.21 In Peru, a mega-port 
is being built by a state-owned company from China which will become a key link 
between China and Latin America, ensuring Chinese supply chains of metals, crit-
ical minerals and agricultural products.22 General Laura Richardson in recent testi-
mony before Congress has also raised concerns that Chinese-constructed infrastruc-
ture along the Panama Canal could be easily turned to military purposes in the 
event of a conflict or crisis scenario. 

Finally, approximately 100 miles off the coast of Florida, the White House has 
now confirmed the presence of a PRC-run base, replete with long-range radars and 
other electronic surveillance equipment directed toward the United States.23 The 
revelations underscore how the PRC utilizes its economic heft to extract far more 
expansive geopolitical advantage. Cuba, undergoing its most severe economic crisis 
since the collapse of the Soviet Union, reportedly accepted billions of dollars from 
China to take over and upgrade the facility in a trade which was likely too good 
to refuse for Havana.24 

As with Russia, a growing trend of Chinese nationals seeking respite from repres-
sive policies at home have been pursuing circuitous routes to the United States by 
way of LAC countries. According to U.S. Customs and Border Patrol data, more 
than 4,000 Chinese nationals were encountered between October 2022 and February 
2023 at the Southern Border, a dramatic uptick from the 421 encounters reported 
during the same period from 2021 and 2022.25 Typically, these individuals arrive 
via countries like Ecuador which does not have a visa requirement for Chinese citi-
zens to visit. From there, they travel a long and often dangerous road, together with 
tens of thousands of Latin American and Caribbean migrants transiting the Darién 
Gap between Colombia and Panama. 

IRAN: OPPORTUNISTIC ENCROACHMENT 

Often viewed as a secondary, or even tertiary player in the hemisphere, Iran’s en-
gagement with LAC exacerbates many of the challenges outlined above. The contin-
ued global sanctions regime against Iran limits its tools for influence and has large-
ly relegated Iranian influence in the hemisphere to Venezuela, Nicaragua, and 
Cuba, which are already willing to flaunt U.S. sanctions. Here, Iranian engagement 
has a complementary effect to more well-established and substantive Russian and 
Chinese efforts. 

The docking of Iranian warships in Rio di Janeiro in March 2023 and high-level 
visits by Iranian officials to Caracas and Managua and Havana suggest Iran is seek-
ing to project military power throughout the region in addition to economic benefit. 
Diplomatically, it appears Iranian Foreign Minister, Hosein Amir Abdolahian’s Feb-
ruary 2023 tour of the hemisphere’s dictatorships was a preview for an even greater 
engagement, as President Ebrahim Raisi began making the same circuit of visits on 
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June 12.26 In the past, Iran allegedly sent members of its Quds Force to help 
Nicolás Maduro stay in power, including with arms shipments.27 Informed observers 
have speculated that in return, Maduro may be shipping Venezuelan-made kami-
kaze drones, or their parts, on regular triangular flights between Venezuela, 
Tehran, and Moscow.28 

Another security concern is the continued presence of Hezbollah in Latin America. 
The group’s origins in the region extends back decades, where they were originally 
concentrated around the Southern Cone, especially the tri-border area of Paraguay. 
Today, Hezbollah operations have shifted northwards, mainly to Venezuela where 
they have a sympathetic backer in the form of the Maduro regime.29 The group has 
been responsible for helping Maduro launder gold as well, with Israeli intelligence 
revealing in February 2023 the existence of a gold smuggling operation between Ca-
racas and Tehran facilitated by Hezbollah.30 

CROSS-CUTTING THEMES 

All three extra-hemispheric authoritarian regimes recognize that their goals in 
Latin America are aligned for the time being, and all have a vested interest in sus-
taining anti-U.S. regimes, and disrupting U.S. security. In many cases, there is 
strong complementarity between the interests of these authoritarians. China for in-
stance has high demand for cheap oil, while both Iran and Venezuela need to find 
clients willing to buy their energy exports in the face of sanctions. At other times, 
cooperation among autocrats gives different regimes the ability to defray costs and 
deflect responsibility. Russia for example can supply Nicaragua with arms and 
equipment while entrusting the training of its repressive apparatus to Venezuelan 
and Cuban officials.31 

Accordingly, it must be understood that autocrats around the world follow a simi-
lar ‘‘playbook’’ of policies for how to take and hold power, clamp down on dissent, 
and survive in the face of international pressure. Nicaragua’s Foreign Agents Law 
for instance was closely modeled after Russia’s, allowing it to clamp down and expel 
dissenting voices.32 Cybersecurity and the information space more broadly represent 
key vulnerabilities that malign authoritarians view as entry points for influence, 
many countries in the region still do not take their data security seriously enough. 

Another common thread is the linkage between authoritarian regimes and migra-
tion. Dictatorships are associated with a number of push factors for migration, the 
most basic of which is the simple reality that most people do not wish to live under 
unaccountable and repressive governments. This is evidenced today by the thou-
sands of Russian and Chinese nationals who have uprooted and risked their lives 
in an attempt to find better conditions oceans away. Autocracies also drive migra-
tion by adopting poor economic policies and channeling resources to inner circles 
while the rest of the country languishes. Venezuela is perhaps the archetypical case 
of such gross economic mismanagement producing the world’s largest migration cri-
sis outside of an active war zone. Authoritarianism is part and parcel of the root 
causes of migration, and ought to be treated as such in any U.S. response. 
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RECOMMENDATIONS 

The 2022 National Security Strategy notes that ‘‘No region impacts the United 
States more directly than the Western Hemisphere.’’33 Unfortunately, resources and 
political capital have not been commensurate with the scale of the threat posed by 
the interlocking efforts of Russia, China, and Iran, along with regional authoritar-
ians. A comprehensive resource-backed approach to LAC is urgently needed if the 
region is to be secure, democratic, and prosperous. This would include, as one exam-
ple, revising Development Finance Corporation rules to allow financing of projects 
in middle income counties of the region, especially given the huge disparities in de-
velopment within different LAC countries. 

Strengthen Regional Migration Responses.—Irregular migration remains one of 
the most profound challenges affecting the entire Western Hemisphere. As authori-
tarian regimes the world over contribute to mass outflows of people, the United 
States has an important leadership role to play in identifying and advancing solu-
tions to manage migration, protect the security and rights of individuals in transit, 
and support host countries. At the same time, the United States should encourage 
countries with visa-free entry policies for Russian and Chinese nationals to reexam-
ine their screening processes to prevent the espionage apparatuses of these regimes 
from gaining access to the United States and allies under the guise of humanitarian 
need. The opening of new migration processing centers in Colombia and Guatemala 
in this respect represents an important step forward. Reports of Russian efforts to 
negotiate visa-free entry with Mexico and a number of Caribbean states should also 
come as cause for concern, and the United States should be active in opposing meas-
ures which could facilitate the entry of Russian government agents into the region. 

Invest in Digital Capabilities.—Cyber vulnerabilities not only create practical in-
formation security risks that damage the national security of Latin American and 
Caribbean countries, but a lack of general knowledge on cybersecurity opens the 
door to malign foreign powers offering facile solutions. SOUTHCOM, in partnership 
with CYBERCOM, and the Cybersecurity and Infrastructure Security Agency 
(CISA), can lead training with partner countries to outline key risks, and the ele-
ments of a better strategy to counter cyber threats. 

Counter the Dictator’s Playbook.—As it becomes increasingly apparent that auto-
crats both within LAC and beyond are borrowing from a shared ‘‘playbook’’ of poli-
cies and tactics for maintaining their grip on power, the United States must double 
down on efforts to coordinate a response among like-minded democracies to counter 
instances of autocratization. Such a ‘‘democratic playbook’’ should include measures 
such as helping to strengthen democratic institutions, early warning signs for civil 
society watchdogs to track, forums like the Summit for Democracies which allow 
international coordination to pressure dictatorships, as well as a reexamination of 
how U.S. sanctions policy can be more effectively deployed against dictators and 
would-be autocrats. 

Chairman PFLUGER. Thank you, Mr. Hernandez-Roy. 
The Chair now recognizes Ms. Brandt for her opening statement 

of 5 minutes. 

STATEMENT OF JESSICA BRANDT, POLICY DIRECTOR, ARTIFI-
CIAL INTELLIGENCE AND EMERGING TECHNOLOGY INITIA-
TIVE, FELLOW, FOREIGN POLICY, STROBE TALBOTT CENTER 
FOR SECURITY, STRATEGY, AND TECHNOLOGY, THE BROOK-
INGS INSTITUTION 

Ms. BRANDT. Thank you, Chairman Pfluger, Ranking Member 
Magaziner, and distinguished Members of the subcommittee for in-
viting me to address you today on the threat posed by nation-state 
actors in Latin America to U.S. security. 

With geopolitical competition resurgent, considerable attention 
has been paid to Russian and Chinese playbooks and 
authoritarianism more broadly. As has been widely documented, 
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Moscow and Beijing use a suite of low-cost deniable tools and tac-
tics to conduct influence operations designed to undermine their 
democratic competitors and make the world safe for illiberalism. 
But Russia and China each apply the tool kit differently in Latin 
America than in their respective home regions. Within Latin Amer-
ica, they operate distinctly from one another in ways that reflect 
their unique capabilities and goals. Developing a coherent strategy 
to push back on Russia and China’s coercive activities depends on 
an appreciation of these nuances. 

Importantly, although Moscow and Beijing share certain near- 
term objectives, the two are operating on different trajectories and 
time horizons toward different long-term aims. Russia is a declin-
ing power by many measures, which seeks to disrupt the partner-
ships and institutions of its mostly Western competitor states here 
and now as a means of gaining relative advantage. With little to 
lose and perhaps something to gain for exposure from its asym-
metric activities, it’s not particularly sensitive to attribution. See-
ing the benefits of chaos abroad, its efforts tend to be destructive. 

China, by contrast, is a rising power with a great deal to lose 
from having its coercive activities laid bare. It does not seek dis-
order, but rather a new order more conducive to its interests, and 
so its efforts to change the status quo have tended to be more pa-
tient. 

These nuances carry over into the ways that Russia and China 
have conducted information operations targeting audiences in the 
region. Whereas for Russia, building influence in Latin America is 
a means to the end of disrupting Western alliances and institu-
tions, for China, it’s a means of building support for Beijing’s way 
of doing business. Where Moscow has a long history of this sort of 
activity abroad, China is just beginning to experiment with infor-
mation manipulation far afield. Russian state media almost never 
covers Russia. Chinese state media covers China a great deal. 

With that in mind, a word about Russia specifically. As you’re 
likely aware, Moscow has made a concerted effort to promote its 
state media properties to Latin American audiences on-line, often 
with remarkable success. The Twitter account of RT en Espanol 
has more followers than RT’s primary English language account, 
and it’s retweeted nearly twice as often. On Facebook RT en 
Espanol has more than twice the followers of RT’s English lan-
guage version and more followers than any other Spanish language 
international broadcaster. On TikTok, it’s more popular than BBC 
Mundo, El Pais, and Univision. 

As it wages its assault on Ukraine, the Kremlin is putting these 
assets to use to erode support for Western countermeasures among 
Latin American publics, where opinion about the conflict appears 
up for grabs. For months, it has blamed Western sanctions for food 
and fuel shortages affecting the region. 

I know themes related to immigration are of interest to the com-
mittee. Interestingly, at least within the overt space, there’s limited 
apparent evidence that the Kremlin proactively stokes chaos at the 
border. The top 5 most retweeted Spanish language Russian state- 
backed messages on Twitter covering migration thus far this year 
offer praise for the Mexican president’s handling of the issue. Im-
migration topics have surfaced in known covert information oper-
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ations targeting the United States. That activity seems aimed at 
weaponizing politically divisive issue to exacerbate discord. It’s not 
surprising, then, that some state-backed content on migration 
boosts domestic criticism of U.S. policy from both left and right. 

Unlike Russia, China’s ultimate objective is to frame itself as a 
responsible global power. So its information operations primarily 
seek to build a positive view of Beijing and its leadership. Its prop-
aganda casts democracy as feckless or hypocritical and highlights 
the strength of its governance model. Beijing uses immigration pol-
icy to cast the United States as hypocritical and its advocacy for 
human rights around the world. This is in keeping with its strat-
egy of deploying whataboutism to deflect criticism of its own rights 
record. 

Distinguished Members, the United States needs a strategy for 
pushing back on Russia and China’s asymmetric activity in Latin 
America. It should reflect these nuances, be rooted in the United 
States’ own considerable asymmetric advantages, and uphold 
democratic values, recognizing that those values are strengths. To 
that end, there are numerous steps that Washington can take to 
position the United States for success. Let me propose three. 

First, recognizing the range and reach of Russia’s information 
manipulation activity in Latin America, Washington should focus 
attention and resources on public diplomacy in the region. This 
could entail investing in U.S. AGM outlets targeted to Latin Amer-
ican audiences, ensuring that the Global Engagement Center is op-
timally equipped to track Russian propaganda activity there, and 
supporting research on related themes. It could also entail facili-
tating best practice exchanges with independent journalists, re-
searchers, fact checkers from across the hemisphere, and engaging 
democratic governments in the region to build resilience to a 
shared challenge. 

There are more than 40 million Spanish speakers in the United 
States, and U.S. security interests are directly tied to events in the 
region. Washington cannot afford to cede the information environ-
ment to its competitors. 

Second, Washington should conduct messaging campaigns 
grounded in truthful information to highlight the failures of oppres-
sion to audiences in Latin America. These campaigns could build 
on the successes of the administration’s novel strategy of down-
grading intelligence related to the war in Ukraine. They could call 
attention to the fact that although Russia and China position 
themselves as anti-imperialist powers, both are pursuing an expan-
sionist foreign policies. They might also highlight the costs of Chi-
na’s Belt and Road initiative to the region. Doing so is in keeping 
with the strategy of exploiting Putin and Xi’s fragility to open in-
formation. 

Third, Washington must equip itself to see across the full threat 
picture, recognizing that Russian and Chinese coercive activities in 
Latin America and elsewhere are multidimensional. It’s good then 
that Congress has established the Foreign Maligned Influence Cen-
ter within DNI to consolidate analysis of this problem set. It’s also 
good that the Center appears a resource to look at the full range 
of threats which go beyond elections. 
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As it does all this, Washington should coordinate with partners 
and allies, because ultimately, this is a contest over principles, and 
Washington’s strong network of partners is perhaps its greatest ad-
vantage. 

Distinguished Members, by drawing on a sophisticated picture of 
the complicated ways that Russia and China deploy coercive tools 
in Latin America, and taking these steps that flow from it, Wash-
ington can position itself to protect its interests and the American 
people. 

Thank you. 
[The prepared statement of Ms. Brandt follows:] 

PREPARED STATEMENT OF JESSICA BRANDT 

JUNE 21, 2023 

Thank you Chairman Pflugar, Ranking Member Magaziner, distinguished Mem-
bers of the committee, for inviting me to address you today on the threats posed 
by nation-state actors in Latin America to U.S. security. 

With geopolitical competition resurgent, considerable attention has been paid to 
Russian and Chinese ‘‘playbooks’’ and authoritarianism more broadly. As has been 
widely documented, Moscow and Beijing use a suite of low-cost, deniable tools and 
tactics to conduct influence operations designed to undermine their democratic com-
petitors and make the world safe for illiberalism. They wage these operations using 
at least four non-military, asymmetric tools: Economic coercion, political subversion, 
information manipulation, and cyber operations.1 

Importantly, Russia and China each apply the toolkit differently in Latin America 
than in their respective home regions. And within Latin America, they operate dis-
tinctly from one another, in ways that reflect their unique capabilities and long- 
term objectives. As I recently argued in the Washington Quarterly, together with 
AEI’s Zack Cooper, developing a coherent strategy to push back on Russia and Chi-
na’s coercive activities in Latin America—and elsewhere—depends on an apprecia-
tion of these nuances. Many of the observations in this testimony are drawn from 
that work.2 

RUSSIAN COERCION IN LATIN AMERICA 

Russia takes a different approach to applying the authoritarian toolkit in Latin 
America than it does in its own region. Within Europe, Moscow endeavors to weak-
en political leaders and institutions to gain a relative edge over its competitors— 
in other words, as an end unto itself. In Latin America, Moscow’s influence activities 
aim to dent the prestige of mostly Western liberal governments and institutions and 
the political model they represent. Which is to say, its activities are largely instru-
mental—a means to the ends of eroding cohesion within liberal democracies and 
among them, and to undermining their soft power. Throughout Latin America, the 
Kremlin works to frustrate relationships between the United States and its part-
ners, deepening relationships with leaders that share Putin’s desire to create alter-
natives to governance institutions that are dominated by the United States and Eu-
rope. As analyst Paul Stronski has argued, ‘‘Moscow hopes to embarrass Wash-
ington, and show that it too can make a foray into its main global adversary’s back-
yard.’’3 
Economic Coercion 

As elsewhere around the world, Russia uses commercial deals, primarily within 
the energy sector, as an avenue of influence in the region. To bolster Kremlin ally 
Nicolas Maduro, Russian state-controlled oil firm Rosneft poured roughly $9 billion 
into projects in Venezuela between 2010 and 2019. ‘‘From the very beginning,’’ con-
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ceded an executive involved in the effort, ‘‘it was a purely political project.’’4 More 
recently, in order to build support for its confrontation with Western governments 
over Ukraine, the Kremlin softened the terms of loans it had made to Cuba worth 
more than $2 billion. Both countries were among the five that abstained from or 
declined to participate in a U.N. vote last year denouncing Russia’s brutal invasion.5 
Political Subversion 

Because the Kremlin’s activities in Latin America are designed to strengthen ties 
with illiberal partners, rather than weaken the cohesion of liberal competitors, the 
Kremlin does not appear focused on undermining democratic political processes in 
Latin America, as it does closer to home. Moscow has, though, deployed private-se-
curity contractors linked to the Wagner group to prop up its ally in Caracas in oppo-
sition to U.S. interests, and its mercenaries have looked for opportunities to expand 
their presence in the region, from Haiti to Mexico.6 Russia’s economic and political 
influence activities in the region are by no means the primary driver of migration 
to the United States. However, to the extent that they facilitate corruption, make 
governments less responsive to their citizens, erode the rule of law, and otherwise 
undermine good governance, they contribute to migration’s root causes. 
Information Manipulation 

Within the information domain, Moscow has made a concerted effort to promote 
its state media properties on-line, often with remarkable success. The Twitter ac-
count of RT en Español (@actualidadRT) has more followers than RT’s primary 
English-language account (@RTlcom) and is retweeted nearly twice as often. Of the 
five most frequently retweeted Russian state media and diplomatic accounts on 
Twitter thus far this year, three target Latin American audiences (@ActualidadRT, 
@maelrussia, @SputnikMundo).7 Last year, Russian Ministry of Foreign Affairs’ 
Spanish-language account (@maelrussia) was more frequently retweeted than its 
Russian-language one (@MIDlrf), even though the latter tweeted more than five 
times as frequently.8 The same is true on other platforms. On Facebook, RT en 
Español has more than twice the followers of RT’s English language version, and 
more followers than any other Spanish-language international broadcaster. On 
TikTok, it is more popular than BBC Mundo, El Pais, Telemundo, and Univision.9 

As it wages its unprovoked assault on Ukraine, the Kremlin is putting these as-
sets to use to erode support for Western countermeasures among Latin American 
publics, where opinion about the conflict appears up for grabs. For months, it 
blamed Western sanctions for food and fuel shortages affecting the region. ‘‘The Rus-
sian military operation in Ukraine does NOT threaten the food supply,’’ argued the 
Russian MFA on Twitter in Spanish, for example, asserting that the the ‘‘real rea-
sons’’ for shortages include ‘‘myopic U.S. and European policies’’ and ‘‘illegitimate 
sanctions against Europe.’’10 Spanish is the fourth most spoken language in the 
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world, and Russian content targeting the region could have significant global 
reach.11 

Interestingly, at least within overt space—among state media and diplomats on 
Twitter, and on state-backed news websites—there is limited apparent evidence that 
the Kremlin proactively stokes chaos at the border. The top five most retweeted 
Spanish-language Russian state-backed messages on Twitter covering migration 
thus far this year offer praise for Mexican President Lopez Obrador’s handling of 
the issue.12 Immigration topics have surfaced in known covert information oper-
ations targeting the United States, but that activity seems aimed at weaponizing 
a politically divisive issue to exacerbate discord.13 Unsurprisingly, some Russian 
state-backed content focused on immigration boosts domestic criticisms of U.S. pol-
icy.14 

Cyber Operations 
In its own region, Moscow conducts cyber operations to punish entities that ex-

pose Russian malfeasance, steal information that it can later weaponize in an infor-
mation operation, and to disrupt critical infrastructure, making it more difficult for 
democracies to govern themselves.15 Because its activities in Latin America pri-
marily aim to foster friendships, there is little evidence that Russia penetrates com-
puter networks to alter or collect data, or to disrupt institutions or political proc-
esses in the region. 

CHINESE COERCION IN LATIN AMERICA 

China, like Russia, takes a different approach to applying the authoritarian tool-
kit in Latin America than it does in its own region. Closer to home, Beijing has been 
considerably more assertive in undermining its opponents than elsewhere around 
the world, including in Latin America, where target countries have at times bene-
fited from Beijing’s efforts to build influence using positive inducements. 
Economic Coercion 

Boycotts, tariffs, import restrictions, and export quotas—these are among the 
mechanisms that China has used to coerce its neighbors in response to actions Bei-
jing perceived as undermining its interests, exercising its leverage as the top trad-
ing partner of most countries in its home region. In Latin America, by contrast, Bei-
jing is focused on building leverage that it can apply in the future, using the Belt 
and Road Initiative (BRI) to expand its engagement with more than 20 countries 
in the region.16 These coercive economic activities foster dependences that make 
Latin American governments less responsive to their citizens, and therefore under-
mine good governance. Thus, they too may contribute to the root causes of migra-
tion. 
Political Subversion 

In Latin America, Bejing uses some of the same political inducements that it does 
to cultivate influence among China’s neighbors, but with less of an emphasis on di-
rect subversion. China tends to use carrots, rather than sticks, to build sway, using 
BRI funding as an incentive to tow Beijing’s line. This difference primarily stems 
from the goal of China’s activities in the region: to position itself as helpful to Latin 
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American societies in their battle against hypocritical, over-reaching democracies, 
led by the United States. 
Information Manipulation 

Because China’s ultimate objective is to frame itself as a responsible global power, 
Beijing’s information operations primarily seek to build a positive view of China and 
its leadership. In Latin America, as elsewhere, Beijing’s propaganda apparatus pro-
motes narratives that cast democracy as feckless or hypocritical and highlights the 
strength of its governance model.17 In the global south, during the height of the 
COVID crisis, Beijing undertook a tailored messaging campaign arguing that its 
Sinovac vaccine, which does not require cold chain storage, should be the option of 
first resort.18 In its propaganda targeting overseas audiences, Beijing uses U.S. im-
migration policy to cast the United States as hypocritical in its advocacy for human 
rights elsewhere around the world.19 ‘‘For a long time, the United States has been 
giving lessons to other countries on human rights,’’ China’s People’s Daily recently 
tweeted in Spanish, ‘‘But the way the U.S. treats migrants and refugees at home 
highlights their hypocrisy on this issue.’’20 This is in keeping with Beijing’s strategy 
of using whataboutism to deflect criticism of its own rights record. 
Cyber Operations 

While in Asia, there is considerable concern about the use of information networks 
designed and run by Chinese companies, amid concerns that equipment sourced 
from vendors in China could contain back doors that enable surveillance by Beijing, 
that is not as much the case in Latin America.21 Within the region, China has pro-
vided surveillance systems to at least 9 countries, including Argentina, Chile, 
Brazil, Mexico, and Venezuela.22 To the extent that these systems undermine polit-
ical and human rights, they too may contribute to the root causes of migration. 

DIFFERENCES BETWEEN RUSSIAN AND CHINESE APPROACHES TO COERCION IN THE 
REGION 

Although Putin and Xi work from the same playbook, their approaches reflect 
their unique capabilities, as well as their distinct goals. Moscow and Beijing share 
certain near-term objectives, but the two are operating on different trajectories and 
time horizons, with different points of leverage and long-term aims. Russia is a de-
clining power by many measures, which seeks to disrupt the partnerships and insti-
tutions of its mostly Western competitor states here and now as a means of gaining 
relative advantage. With little to lose and perhaps something to gain from exposure, 
it is not particularly sensitive to attribution for its coercive activities. Seeing the 
benefits of chaos abroad, its efforts tend to be destructive. China, by contrast, is a 
rising power with a great deal to lose from having its coercive activities laid bare. 
It does not seek disorder, but rather a new order more conducive to its interests, 
and so its efforts to change the status quo have tended to be more patient.23 Both 
countries are most active in their own regions. For Russia, building influence in 
Latin America is a means to the end of disrupting Western alliances and institu-
tions. For China, it is a means of building support for Beijing’s way of doing busi-
ness. 

These nuances carry over into the ways that Russia and China conduct economic 
coercion in the region. For Russia, this activity leverages its status as a commodity 
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exporter, with energy amounting to half of its exports.24 For China, its coercive eco-
nomic practices primarily draw on the size of its market, which gives it leverage 
over trading partners, as well as its relative wealth, which it uses to support friend-
ly politicians. 

Russia and China differ significantly in their use of political subversion as well. 
Moscow’s intelligence agencies are much better equipped at understanding how to 
influence foreign systems than those of Beijing, since the Kremlin has made the use 
of asymmetric tools a leading component of its foreign policy for decades. The Krem-
lin has a high tolerance for risk and is comfortable deploying security services 
abroad. China, by contrast, has less experience with political subversion far afield. 
To the extent that Chinese operatives have been involved in subversion, they have 
tended to focus on China’s neighbors.25 But the differences don’t just stem from dif-
ferent capabilities. Political subversion is a tool more fit for Russia’s purposes (un-
dermining the cohesion of democratic societies and their institutions) than China’s 
(building a new international order). 

Russia and China have both conducted information operations targeting audiences 
in the region, but likewise, in different ways and toward different ends. Where Mos-
cow has a long history of this sort of activity abroad, China is just beginning to ex-
periment with information manipulation far afield. Where Moscow aims to tarnish 
the appeal of Western systems, China works to position itself as an attractive alter-
native. Russian state media almost never cover Russia; Chinese State media cover 
China a great deal.26 

IMPLICATIONS FOR POLICY MAKERS 

The United States needs a strategy for pushing back on Russia and China’s asym-
metric activity in Latin America. It should reflect these nuances, be rooted in the 
United States’s own considerable asymmetric advantages, and uphold democratic 
values, recognizing that those values are strengths. To that end, there are numerous 
steps that Washington can take to position the United States for success. Let me 
propose three. 

First, recognizing the range and reach of Russia’s manipulation activity in Latin 
America, Washington should focus attention and resources on public diplomacy in 
the region. Concerns over terrorism and resurgent geopolitical competition have 
driven attention to the Middle East and Asia, and as a result, U.S. public diplomacy 
financing overseen by the State Department has deprioritized the Western Hemi-
sphere.27 Washington could make new investments in entities like Voice of America 
(VOA) targeted at Spanish language audiences. Of the 12 overseas bureaus cur-
rently operated by VOA, none are in Latin America.28 This should change. Such an 
approach could also include ensuring that the Global Engagement Center (GEC) is 
optimally equipped to track Russian information manipulation activity in Latin 
America. There are more than 40 million Spanish speakers in the United States and 
U.S. security interests are directly tied to events in the region. Washington cannot 
afford to cede the information environment to its competitors.29 

Second, Washington should conduct messaging campaigns grounded in truthful 
information to highlight the failures of repression to audiences in Latin America. 
These campaigns could build on the success of the administration’s novel strategy 
of downgrading intelligence related to the war in Ukraine to shape how it is per-
ceived.30 They could call attention to the fact that although Russia and China posi-
tion themselves as ‘‘anti-imperialist’’ and ‘‘anti-colonial’’ powers, both are pursuing 
expansionist foreign policies. They might also highlight the costs of China’s BRI to 
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the region. Many publics have soured on the environmental destruction and 
unsustainable debt that too often come along with Chinese investments.31 Many of 
the region’s recipient countries are democracies, and drawing attention to those 
shortcomings can better inform their voters. Doing so is in keeping with a strategy 
of exploiting Putin and Xi’s weaknesses, recognizing their fragility to open informa-
tion. 

Third, Washington must equip itself to see across the full threat picture, recog-
nizing that Russian and Chinese coercive activities in Latin America and elsewhere 
are multidimensional. It is good, then, that Congress established a Foreign Malign 
Influence Center (FMIC) within the Office of the Director of National Intelligence 
to consolidate analysis of adversary use of all four tools of interference. It is also 
good that FMIC appears to be resourced to look at the full range of threats, which 
as I and others have documented, go beyond elections.32 As it undertakes its work, 
FMIC should aim to cut across traditional stovepipes within Government, and share 
information where appropriate and feasible with private-sector partners and the 
public. 

As it does all of this, Washington should coordinate with partners and allies to 
share best practices, standing shoulder to shoulder with other democratic societies 
to counter foreign interference threats. Ultimately, this is a contest over principles, 
and Washington’s strong network of partners is perhaps its greatest advantage. 

Distinguished Members, by drawing on a sophisticated picture of the complex 
ways that Russia and China deploy coercive tools in Latin America and taking these 
steps that flow from it, Washington can position itself to protect its interests and 
the American people. 

APPENDIX A 

Brandt, J. & Cooper, Z. (2022). Sino-Russian Splits: Divergences in Autocratic Coer-
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Chairman PFLUGER. Thank you, Ms. Brandt. 
Of note, this is the subcommittee’s sixth hearing on homeland se-

curity on what we as a subcommittee are looking at. 
I thank you all for your testimony. 
Members will now be recognized by order of seniority for their 

5 minutes of questioning. An additional round of questioning may 
be called after all Members have been recognized. 

I now recognize myself for 5 minutes of question. 
Mr. Hernandez-Roy, a lot of interesting things that were said. 

Recent reports have indicated that the PRC has established and 
been operating a signals intelligence collection center in Cuba since 
2019. Florida is home to a variety of military installations, sen-
sitive military installations, becoming an emerging technology lead-
er, a financial services hub. There is so much going on there. Can 
you discuss what type of implications, security implications, that 
the PRC’s collusion with Cuba, if these reports are true, what it ac-
tually means to the United States? 

Mr. HERNANDEZ-ROY. Well, the reports of some sort of spying ac-
tivity in Cuba have been confirmed through a number of public 
sources. So I think we can take that for granted. The extent of the 
spying, we don’t know yet. At least we who look at it through the 
public information space. 

Having a signals intelligence operation in Cuba, it’s based just 
south of Havana, 150 miles from U.S. mainland, is a significant 
threat, as it can collect information from the whole southeastern 
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United States, in particular, all of SOUTHCOM’s activities in the 
south and also CENTCOM in Tampa. So this would represent a 
significant threat, a significant gain for the Chinese in terms of 
their ability to monitor intelligence and monitor traffic of naval op-
erations in the Caribbean, things of that nature. It should be seen 
as a significant threat and a significant escalation on the part of 
the Chinese. 

Chairman PFLUGER. Thank you. 
This committee will be very active in understanding the depth of 

that threat and what it means to our homeland security, and I ap-
preciate that. 

Ms. Dezenski, I would like to focus on a couple of things when 
it comes to the Southwest Border. 

No. 1, when we look at the fentanyl issue and understanding— 
we had a hearing recently, we examined the relationship between 
Mexican TCOs and Chinese crime syndicates and how these rela-
tionships enable the flow of fentanyl. Do you believe that the PRC 
is using America’s fentanyl crisis as a gray zone tactic? 

Ms. DEZENSKI. Thanks for the question. 
I think that at a minimum, there’s passive engagement on the 

part of the PRC. They are well aware of the fentanyl challenge, and 
they’re not doing much to help us stop that. Coordination from pre-
vious years has pretty much disappeared, even though there’s a 
mound of evidence about the role of Chinese money-laundering net-
works and manufacturers of precursor chemicals. So it’s hard to 
understand why we can’t engage more specifically on that issue, ex-
cept that I think it’s being viewed by the PRC as a strategic weap-
on against our country. 

Chairman PFLUGER. Wow. You don’t believe—in your recent arti-
cle in the Miami Herald, you asserted that the United States must 
expose Chinese hidden hand in America’s deadly fentanyl crisis, 
which you just alluded to the money-laundering aspect. So you be-
lieve we should be doing more as a whole-of-Government approach? 

Ms. DEZENSKI. Yes. Yes, exactly. 
The money-laundering piece of this is critical. If we follow the 

money, I think we’ll actually have an easier time addressing some 
of these challenges because it’s so hard to interdict at the border. 
Fentanyl pills are small, they’re mistaken for other types of com-
modities. It’s extremely difficult to find them. Having said that, I 
know our Border Patrol is doing a better job, and our Customs 
interdiction is doing a better job locating it. But having said that, 
following the money is probably the most important thing that we 
can do. There’s been quite a bit written about the complexity of 
these money-laundering operations. What’s unique about it is that 
there’s this flow, this seamless flow between China, Mexico, and 
the United States and the role of money launderers here, Chinese 
money launderers working in the United States and selling U.S. 
dollar proceeds to Chinese nationals who want access to that 
money. It’s incredible. 

So I’m happy to go into more detail on how that works, but I do 
think that this is the most important vector for us to look at. 

Chairman PFLUGER. Let me quickly jump to a related subject. 
There is no question in my mind that the PRC is exploiting the 

crisis at our Southern Border. It was reported yesterday that in 
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this fiscal year, 127 people have entered this country—appre-
hended, that is not gotaways that have matched the terror watch 
list. Is the PRC exploiting the crisis at our Southern Border for 
their own personal gain? 

Ms. DEZENSKI. I think we should assume that any vulnerabilities 
at our Southern Border are open for authoritarian influence of 
many kinds. I think that’s a safe assumption. If the gaps are there, 
then those who are working against us are going to use them to 
their advantage. 

Chairman PFLUGER. Thank you. 
My time has expired. 
I will now recognize the Ranking Member for his 5 minutes of 

questioning. 
Mr. MAGAZINER. Thank you, Chairman. 
There is a lot to cover here, but first and foremost, we are in a 

competition for hearts and minds across the region. For the last 
two centuries, and particularly during the Cold War, America suc-
ceeded by maintaining strong relationships with allies in Latin 
America that allowed us to counter authoritarian threats and we 
need to strengthen those relationships now. 

So, Ms. Brandt, can you just expand a little bit on what are some 
of the ways that Russia and China in particular are trying to win 
hearts and minds in Latin America? Then how can we as a Nation 
best counter their efforts? 

Ms. BRANDT. Both Russia and China bring large propaganda 
apparatuses that promote content that portrays their preferred 
narratives of polarizing political events. Both of them use other as-
sets to try to—for Russia, I think most of its activity is aimed, as 
I said, at driving polarization and division within the United 
States. Its activities, I think, in Latin America are instrumental to 
its broader aim of weakening us from within. I think that’s in part 
to prevent us—if we’re distracted and divided, it prevents us from 
playing a more forward-leaning role in the world that promotes our 
interests. 

I think there is also an interest on the part of Russia in denting 
our soft power, making it harder again for us to exercise leadership 
in the world. 

For China, China comes in behind Russia’s efforts to sort-of frac-
ture the cohesion and the unity and appeal of democracies in order 
to present their model as a viable alternative. Both of these coun-
tries are doing that in the region. 

Mr. MAGAZINER. Will they ever use U.S. voices to amplify their 
rhetoric? So, for example, if there are prominent U.S. individuals 
that talk about military strikes in Mexico or talk about—repeat 
Russian talking points with regard to the Ukraine invasion, will 
China or Russia take clips of Americans repeating those false and 
dangerous narratives and use them to try to win hearts and minds 
for China and Russia in Latin America? 

Ms. BRANDT. Both Russia and China amplify domestic voices. I 
mean, as I said, for Russia, this is primarily about stoking division 
and polarization within our country. For China, it’s about sort-of 
boosting the reach and resonance of its message, finding fellow 
travelers that add a sort-of degree of legitimacy to these messages 
and also eliminate a layer of culpability. 
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Mr. MAGAZINER. Thank you. 
Ms. Dezenski, you wrote in your testimony about the significance 

of the CHIPS and Science Act and other investments that the 
United States have made to try to bring more manufacturing and 
other economic activity back to this hemisphere. Can you just ex-
pand a little bit on that, on the importance of investments like 
those that are made in the CHIPS and Science Act? Also how we 
can better engage with our regional partners again to win hearts 
and minds through commerce here in our hemisphere? 

Ms. DEZENSKI. Sure. Thank you very much. 
There’s no doubt that there’s huge potential to utilize trade rela-

tionships and the potential for economic integration with both Mex-
ico and into Latin America. As companies think about whether 
they want to stay in China, and the government considers new 
mechanisms around outbound investment and other policies that 
might encourage pivoting out of China, supply chains, particularly 
critical ones, need to go somewhere. The idea that we could have 
them closer to home is both valuable and attractive from an eco-
nomic integration perspective. 

So it’s almost like a perfect opportunity to look at new strategies 
to build those economic alliances, but mindful of the economic secu-
rity objectives in doing so, that we want mutual benefit, we want 
security, we need trade facilitation, we want access to critical 
goods, particularly in the time of global shocks. Mexico is fairly 
well-positioned for this, although not entirely. But as you go fur-
ther south in the hemisphere, there’s the chance I think that we’ll 
miss this opportunity if we don’t have the right security backbone 
in place. 

This is a point that I wanted to make about the role of DHS and 
how important it is to ensure that we have that secure footprint 
which allows trade and commerce to be facilitated and ultimately 
has the right objective in terms of creating environments where 
people don’t feel that they have to come to our border. 

Mr. MAGAZINER. I know I am running low on time, but I will just 
emphasize again, if China is going to Latin America and offering 
money and infrastructure and security, the United States has to 
counter that with more than rhetoric. We need to invest in these 
partnerships, otherwise our adversaries will be happy to fill that 
void. 

So I thank you all and I yield back. 
Chairman PFLUGER. The gentleman’s time has expired. 
The Chair now recognizes the gentleman from New York, no 

stranger to law enforcement, former detective for the NYPD, Mr. 
D’Esposito. 

Mr. D’ESPOSITO. Well, thank you, Mr. Chairman, and good morn-
ing, everyone. 

I am going to just take a minute to follow up on the Chairman’s 
remarks. I know he only had a few seconds left, but I think it is 
important to discuss and talk about. 

So obviously it is no secret that authoritarian regimes relish in 
the opportunity to shine a spotlight and even encourage challenges 
for the United States of America. How might authoritarian re-
gimes, including Venezuela, Cuba, Russia, and the PRC, take ad-
vantage of the current border crisis created by Joe Biden and Sec-
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retary Mayorkas that our Nation is experiencing? I will really leave 
that for any of you. 

Mr. HERNANDEZ-ROY. Thank you, Congressman. 
I think there’s a number of ways they can take advantage of 

what’s happening at the Southern Border. First of all, just encour-
age migration from their own countries by cracking down on their 
populations, sending more people, creating more chaos, sowing 
more division within the United States on how to effectively re-
spond. That is one way they’re clearly doing it. 

The other way, presumably, which I’ve provided an example in 
the Venezuelan context, and one of my colleagues has said it’s a 
distinct possibility, is they can be taking advantage of the massive 
amounts of people, 2.4 million interventions last year. Within that 
space of 2.4 million people you can try to get people that are unde-
sirable, that are going to work for the interests of these regimes in 
the United States. So I think that’s a vulnerability. I have no direct 
evidence of that happening. I have mentioned direct evidence of 
that happening in the Venezuelan context, sending spies to Colom-
bia. It’s a distinct possibility that the United States needs to be 
taking seriously. 

Ms. DEZENSKI. I’ll just add one angle to this that I think we need 
to consider. 

So as we see increased engagement in places like Venezuela, 
with Iran, Russia, we should be mindful of the potential that local 
populations may become part of extremist movements, and that 
could be fueled by this increasing engagement from authoritarian 
interests in these countries. How do we relate that to what’s hap-
pening at the Southwest Border? Well, it’s much as Chris has iden-
tified, which is with the massive inflow of people, we have the nee-
dle in the haystack problem again to try to figure out who those 
extremists might be. We have an identity management problem at 
the border, and somehow we need to figure that out because it’s 
going to become more and more difficult as we’re trying to manage 
an influx of legitimate economic migrants and political migrants 
from a place like Venezuela. How do we know if we’re allowing for 
extremist threats to come into the country? So we’re going to have 
to be more sophisticated about figuring that out. 

Mr. D’ESPOSITO. I agree. I am sorry. 
Ms. BRANDT. Well, I was just going to add from my analysis, 

which again, is focused on the open source space, I see this less as 
Russia trying to drive populations to the border as much as it is 
to weaponize the polarizing nature of debates within this country 
around migration. But again, we don’t know what we don’t know. 
I think the challenge for us I think is to sort-of think capaciously 
about the challenges so that we can get ahead of them without also 
making Russia 10 ft tall. 

Mr. D’ESPOSITO. So obviously there are real threats, whether it 
is the regimes, whether it is our open border. I know some would 
like to argue that climate change is our biggest threat, but I think 
these pose a bigger threat to our country and our freedoms than 
anything else. 

Just to follow up on what we talked about, because I truly be-
lieve that this is also a threat, what is your thoughts on the CCP 
and the fact that there have been stories that they would embed 
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assets into larger groups of nationals making the journey from 
China to Mexico or other areas along our Southwest Border? 

Mr. HERNANDEZ-ROY. Well, since I mentioned that was a possi-
bility, I guess I’ll try to answer that. 

I have, like Ms. Brant, we work on public information, so I have 
no direct information on that. But I go back to the example that 
has happened in other cases. 

I just wanted to add something to my previous intervention, 
which is that Venezuela has been known publicly to have sold pass-
ports to Hezbollah operatives and to bring people out of Syria as 
well with Venezuelan passports. So that’s another potential vulner-
ability. People from that part of the region using Venezuelan pass-
ports. Where are they going? 

Mr. D’ESPOSITO. Right? Probably not going there to do good 
things. 

My time has expired, Mr. Chairman. I yield back. 
Chairman PFLUGER. The gentleman’s time has expired. The 

Chair now recognizes gentleman from California, my good friend, 
Mr. Correa. 

Mr. CORREA. Thank you, Mr. Chairman. Appreciate this hearing. 
It is very timely and very important. Thank the witnesses for being 
here today. 

I hear your statements. Latin America, there are challenges and 
we talk about an open border, we talk about regimes. I didn’t hear 
a lot of talk about poverty, the challenges in Latin America, and 
in alternatives. 

Talk about history a little bit. The Pan American Highway was 
built in 1920’s, 1930, and through the 1950’s, and we essentially 
financed the construction of that highway south of Mexico through 
Panama—almost to Panama—except for the Darién Gap—because 
of our strategic interest in fighting against communism. Honduras 
has a four-lane highway. You know who paid for that? The United 
States of America. We have forgotten the role that we played in the 
Americas throughout history. That has been our area of national 
interest. Today we wake up, last 3 years, China has signed more 
than 30 agreements with Latin America, free trade agreements. 
Twenty Latin American nations signed on to China’s Belt and Road 
Initiative. 

I am trying to figure out what is going on. Is our private sector 
asleep at the wheel? We have this challenge of these precious met-
als that China is controlling around the world. They are part of 
Latin America and nobody is discussing these issues. I am at a loss 
here. 

Ms. Dezenski, you mentioned DHS stepping up. Apparently, our 
private sector is not doing a good job. So I guess we as legislators 
need to take your recommendations and move forward because 
China, Russia, Iran, I don’t care what those folks are doing, I care 
about what is in our power to do. Our power is to move forward. 
We are sitting here pointing fingers at them. If you want to win 
a race, you focus on your lane, don’t be chasing the other person. 
Focus, then we can do the best. 

In Latin America, 20–30 years ago, when you would see a food 
box that said donations from America, the goodwill that was there 



40 

was tremendous—tremendous. Where is that going today? Have we 
forgotten the lectures? The lessons of history? 

I only have 2 minutes, but I want to give you an example. We 
talk about the Cuban electronic espionage base by China. My un-
derstanding, please fact check me, that was actually started oper-
ating in 1999, and that was actually upgraded in 2019. Let’s think 
about history of Cuba, OK. Obama lifted some of the restrictions, 
trade with Cuba. Cuba’s private sector exploded. Two-thousand 
seventeen, Trump administration reversed that position and added 
additional few other restrictions. President Biden has essentially 
followed the Biden model. I am trying to figure out what are the 
incentives that we are giving folks in this hemisphere to work with 
the United States. 

I am going to open it up to the three of you in the 1 minute that 
I have to help us figure out a road map here, because I don’t like 
the fact that our American influence in our backyard is going down 
the drain. 

Thank you. 
Ms. DEZENSKI. Thank you so much. 
There’s so many things to bring up in response to all of your good 

points. I would just make the following. 
No. 1, with regard to the private sector, we need to do a better 

job of—— 
Mr. CORREA. I mean, you know, and I will give you here an ex-

ample. Venezuela, you can throw rocks at what is going on in Ven-
ezuela. I don’t like the fact that probably the world’s largest oil re-
serves are now under the influence of China and Russia. What are 
we doing to counter that? Very quick, specific question, what are 
we doing to get back our influence in that area of the world? More 
sanctions? 

Ms. DEZENSKI. I would suggest that we need to de-risk to make 
it easier for Western companies and Western investment to go into 
the region. Part of that—— 

Mr. CORREA. Is that in our power, is that in Venezuela’s power, 
Russia’s power, or China’s power? 

Ms. DEZENSKI. Oh, it’s absolutely in our power. It’s a very posi-
tive step that we could take. 

Mr. CORREA. Thank you. 
Mr. Chairman, I am out of time. Thank you very much for in-

dulging me, sir. 
Chairman PFLUGER. The gentleman’s time has expired. 
The Chair now recognizes the gentleman from Arizona, a Navy 

SEAL, Mr. Crane, for his 5 minutes of question. 
Mr. CORREA. Mr. Chairman, if I may interrupt you. I wanted to 

ask unanimous consent that Ms. Jackson Lee be permitted to sit 
with us in this subcommittee and be part of the questioning. Thank 
you. 

Chairman PFLUGER. Yes, the Chair will entertain that. Thank 
you, Ms. Jackson Lee, for showing up. 

Now, Mr. Crane. 
Mr. CRANE. Thank you, Mr. Chairman. Thank you to all our 

guests and panelists who have come here today. 
I wanted to know if any of you guys saw the article in yester-

day’s Associated Press titled, ‘‘Pentagon Accounting Error Provides 
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Extra $6.2 Billion for Ukraine Military Aid’’. Anybody see that 
headline? Anybody read that story? No? OK. 

Are you guys aware that to date, the United States has sent 
$113 billion to Ukraine? Anybody? OK. Does it surprise you guys 
when you see stories like that? Accounting error, $6.2 billion to 
Ukraine? Accounting error up here to the tune of $6.2 billion. Mr. 
Roy, does it surprise you when you see errors to that extent? 

Mr. HERNANDEZ-ROY. An error of that magnitude could only be 
justified if the economy of the United States was hundreds of tril-
lions of dollars. It’s a rather surprising headline, I would say. 

Mr. CRANE. Thank you. 
As I listen to your testimonies and knowledge about some of the 

unrestricted and asymmetric warfare right here in our own West-
ern Hemisphere, down in Latin America by the Chinese, Russians, 
and Iranians, I want to ask you guys, does it bother any of you 
when we see all this money going to someplace over in Europe that 
happens to be a very corrupt country that most Americans can’t 
even point to on a map, when we have all this nefarious activity 
going on right in our own backyard? 

I want to start with you, Ms. Brandt. 
Ms. BRANDT. I think we have to be able to walk and chew gum 

at the same time. I mean, I think the challenges that we face in 
our hemisphere are enormous. As I’ve argued, we need to pay more 
attention there. I also think Ukraine is on the front lines of the 
conflict between democracies and authoritarian challengers. 

Mr. CRANE. Yes, that seems to be the general consensus in this 
town. The problem is, ma’am, when you talk about walking and 
chewing gum at the same time, you have to take into account that 
the United States of America has about $32 trillion in debt, right? 
So we don’t even have this money that we continue to send over 
in Ukraine. Do you see that as a problem, ma’am? 

Ms. BRANDT. As I said, I think our support for Ukraine is impor-
tant and consequential to our national security interest. It’s funda-
mental. 

Mr. CRANE. OK. What about our national debt? Do you think 
that is important? 

Ms. BRANDT. That’s beyond my expertise. 
Mr. CRANE. It is actually pretty common-sense. 
What about you, Ms. Dezenski? What do you think about our na-

tional debt and this idea up in this town that we can continue to 
spend hundreds of billions of dollars of the American taxpayers’ 
money that we don’t even have, yet let alone when you look at 
some of these threats that we are talking about in Latin American 
countries, right in our backyard, we don’t seem to have the re-
sources to make sure that our own border security is in order and 
secure? 

Ms. DEZENSKI. I think the most challenging thing about the 
threats in Latin America, and perhaps even at the Southwest Bor-
der, is that for years, we’ve probably underestimated it. It seems 
like what we’re dealing with now is the equivalent of a soft under-
belly in the Western Hemisphere. That will require us to think a 
little bit more strategically and creatively about what Latin Amer-
ica policy should be, how we bring together more resources around 
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economic security, and how we balance that out with what we have 
to do in the rest of the world. 

Mr. CRANE. Thank you, ma’am. 
Mr. Hernandez-Roy, are you familiar with the saying peace 

through strength? 
Mr. HERNANDEZ-ROY. Pardon me? Could you repeat that, please? 
Mr. CRANE. Are you familiar with the saying peace through 

strength? 
Mr. HERNANDEZ-ROY. Vaguely, yes. 
Mr. CRANE. What do you think the opposite of that would be, Mr. 

Hernandez-Roy? 
Mr. HERNANDEZ-ROY. War through weakness. 
Mr. CRANE. Yes. War, chaos through weakness. That is exactly 

where we find ourselves right now. War, chaos because of weak-
ness. We are facing a world on fire because of weakness, incom-
petence, and internal corruption. 

I want to read this for the American people that might be watch-
ing this. Hard times create strong men, strong men create good 
times. Good times create weak men, and weak men create hard 
times. We are all aware that our current leadership is pretty weak, 
falls in public regularly, struggles to put sentences together, and is 
embroiled in multiple layers of corruption. 

My point is this. Elections have consequences. If we want to con-
tinue to see this global dumpster fire continue, then we should, by 
all means, keep this current administration in place. If we want to 
return to peace through strength, we must reinstall somebody who 
projects strength and puts America and Americans first. 

Thank you all for coming. 
I yield back. 
Chairman PFLUGER. The gentleman’s time has expired. 
The Chair now recognizes the gentleman from New York, Mr. 

Goldman. 
Mr. GOLDMAN. Thank you very much, Mr. Chairman. Thank you 

for having this hearing. 
I certainly hope my colleague from Arizona will look to reduce 

our deficit by examining our $860 billion defense budget. 
I want to focus a little bit right now on what gives China and 

Russia the opportunity to have such significant influence in Latin 
America. I am not actually sure which one of you is sort-of the fore-
most expert among the panel in terms of the upheaval, disarray, 
and cratering governmental issues that are going on in Latin 
America, especially Central America. 

But in the last 2 to 4 years—Ms. Dezenski, you seem to be fo-
cused on this—can you describe a little bit about what has been 
going on in terms of upheaval in governments in Central and Latin 
America. 

Ms. DEZENSKI. Thank you for the question. 
Let me talk a little bit about China. You’ve asked about China 

and Russia in the region and how they’re exerting that influence 
and how that came to be and maybe what the implications are for 
governments in the region. I’ll take on the China piece of this, 
which is very much driven by their brilliant use of their trade rela-
tionships. 
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Mr. GOLDMAN. I am sorry, I just want to interrupt because I 
think we have a lot of attention and you all have spoken very much 
on how China infiltrates and influences, and they are doing the 
same thing in Africa as well. But I want to talk a little bit about 
the political situation, the governmental upheaval in the countries, 
in Nicaragua, Honduras, El Salvador, Guatemala, to name a few. 
There are others. 

Maybe Mr. Hernandez-Roy, you want to talk a little bit about 
what has been going on in the last 2 to 4 years in that region that 
has also caused so many more citizens from there to seek refuge 
in other countries? 

Mr. HERNANDEZ-ROY. I think there’s a couple of points to be 
made that aren’t necessarily totally related. But why so many peo-
ple are seeking refuge is because they’re living under dictatorial re-
gimes. They’re being oppressed, they’re being persecuted, they’re 
being arbitrarily detained. People who have nothing to do with po-
litical activism, just because they might be in the wrong place at 
the wrong time, are being imprisoned. Venezuela for the last 10 
years has had a revolving door of at least 300 political prisoners. 
Since the massive protests in 2014 and again in 2017, something 
like 16,000 or 17,000 people have been detained in Venezuela. In 
Nicaragua, since 2018, during the protests of 2018, there were 355 
people that were murdered by the by the regime. Since then, jour-
nalists, civil society activists, students, over 400 NGO’s have lost 
their legal personality, 600,000 people have fled the country. That’s 
what’s going on in those regimes. 

But going back a little further, talking about the political up-
heaval, if you go back 20 years, Latin America 20 years ago and 
today is a profoundly unequal part of the world. Probably the most 
unequal if you look at gini coefficients. Populists in that part of the 
world, particularly Hugo Chavez, were able to leverage that dis-
content and use Venezuela’s massive oil wealth at the time—this 
was before the economic collapse in Venezuela and when oil prices 
were sky-high—to spread the wealth around, to keep like-minded 
politicians, both in Venezuela and in friendly countries abroad in 
power, to create friends through corruption. There’s a well-known 
PetroCaribe and Petrofraude scheme where billions, if not hun-
dreds of billions of Venezuelan petrodollars were spread around the 
region. If you look at the region 10 years ago, there was one dicta-
torship. You look at the region today, there’s three dictatorships. 
There’s at least two semi-authoritarian regimes that are on the 
way to becoming dictatorships. 

There’s one completely failed state, which is Haiti. Against the 
backdrop of all that chaos, Russia and China have multiple oppor-
tunities to get involved. They have ideological—at least the Rus-
sians have ideological affinity with many of these populist move-
ments. The Chinese are more pragmatic. They’re really primarily 
interested in business and making money and securing primary 
commodities for their economy. But I think all of that history, both 
20 years ago and more recent, is what is the upshot of what you’re 
seeing today. 

Mr. GOLDMAN. Thank you for that explanation. 
Ms. Brandt, I just have a couple of seconds, but I am curious how 

you would view that vacuum to provide the opportunity, espe-
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cially—I know your expertise is more Russia, how Russia can inter-
fere and influence those regimes. 

Chairman PFLUGER. We will do about 20 seconds here. 
Ms. BRANDT. I guess I would just say very quickly, to the extent 

that Russia’s and China’s coercive economic activity and political 
subversive activity make governments less responsive to their citi-
zens, they undermine rule of law, they facilitate corruption I think 
they—speaking to your question, I think they contribute to the root 
causes of migration and so—— 

Mr. GOLDMAN. They exacerbate the situation that already exists. 
Ms. BRANDT. Yes. I think Russia’s by no means responsible, but 

it’s not helping. 
Mr. GOLDMAN. Right. 
Thank you, Mr. Chairman, for indulging me. 
I yield back. 
Chairman PFLUGER. The gentleman’s time has expired. 
The Chair now recognizes the gentle lady from Texas, Ms. Jack-

son Lee, for her 5 minutes of questioning. 
Ms. JACKSON LEE. Mr. Chairman, first of all, let me thank you 

and the Ranking Member for your courtesies. I am deeply involved 
and interested in this long-running story of our interaction with 
those who have become adversaries. 

Let me say to Mr. Christopher Hernandez-Roy, you view it as im-
portant for us to be engaged with South and Central America, do 
you not? 

Mr. HERNANDEZ-ROY. Yes, ma’am. 
Ms. JACKSON LEE. We have adversaries, but we need to be a 

major positive force in those regions. Would you agree that this era 
of our time is one of the greatest migrations that any of us may 
have seen coming from that part of the hemisphere? 

Mr. HERNANDEZ-ROY. I would agree, ma’am, that we are at his-
toric times in terms of migration in the entire region, not nec-
essarily just from Central America. 

Ms. JACKSON LEE. Absolutely. I said Central and South America. 
Mr. HERNANDEZ-ROY. Yes, ma’am. 
Ms. JACKSON LEE. Yes. I appreciate that because we are actually 

in an era, in a decade, maybe 2, of the greatest migration, at least 
of this current era around the world. I mean, I have watched flows 
of traffic going from many different places. I make that point as I 
pursue my line of questioning. I thank this committee for this hear-
ing, because we do need to counter bad guys in Latin America, in 
Iran, Russia, and otherwise other places as well. 

I was really baffled by a filing of articles of impeachment for 
what is really both a historical fact and will not be solved by im-
peachment. The late John McCain tried to solve it, as we did, join-
ing with him by comprehensive immigration reform. You do note 
that that is valuable? I will just answer my own question on that. 

Let me pursue important line of reasoning for China and Russia. 
Let me ask Ms. Brandt, if you would, in Iran—and I thought we 
had Iran in this discussion, but if not, I am going to add it to the 
discussion—we have countries like France and Albania stopping 
freedom-loving Iranians from peacefully protesting or having meet-
ings suggesting that Iran now is spreading its wings to intimidate 
those nations that have to receive its oil products. What is your in-
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terpretation of that power that they are using to denounce democ-
racy around the world and as a tyrannical nation? 

Ms. BRANDT. Well, Russia, China, and Iran I think are all inter-
ested in denting the prestige of liberal democracy around the 
world. It’s a part of a tactic to I think make democracy less appeal-
ing to would-be rights advocates at home and so helping autocrats 
to tighten their grip on power, which I think is fundamentally in 
their self interest. Then again, it’s about sort-of weakening their 
global competitors. 

You mentioned comprehensive immigration reform and I would 
say there’s another way that this connects with the conversation 
that we’re having today, which is—I’m mindful of Kennen’s sort-of 
admonition that we need to sort-of resist the temptation to become 
that against like which we are coping, or something to that effect. 
The idea here is that we need to lead into our own asymmetric 
strengths in this asymmetric competition and our vibrant, open so-
ciety is one of them. And this—— 

Ms. JACKSON LEE. I have another question, so—allow you to fin-
ish your point on that. 

So basically we should lean in when these countries are trying 
to tamp down democracy and we should lean in our friends in 
France and Albania in terms of denying that free speech for those 
Iranians. I would hope that would be the case. 

But let me also talk about some of the tactics that Russia has 
used. Certainly the Ukraine war is dastardly and devastating, not 
instigated by the United States or the Western world. They have 
taken to using hostages to extract and strangle relationships with 
foreign countries. Would you comment on this hostage approach so 
that America knows we shouldn’t be intimidated by that and we 
should fight hard for our hostages to be returned? I guess this way 
you can finish your overall point. 

Then with China it is all about the technology and artificial in-
telligence. The meeting of Secretary Blinken. How do we frame our 
lean-in to those issues and those countries? 

Ms. BRANDT. Yes, I think that’s where I was going, which is that 
there’s another layer to this competition which is not just within 
the information domain, but within the technology domain. There 
it’s essential that we again lean into our strengths, which is our 
vibrant, open, innovation economy. Our immigration policy is rel-
evant to that because we want to make sure that we are the top. 
We have an edge in talent. It’s critically important. We want to 
make sure that we maintain that edge by being an attractive place 
for talent to come. 

Ms. JACKSON LEE. Well, the hostages situation? 
Chairman PFLUGER. The gentlelady’s time has expired. 
Ms. JACKSON LEE. Thank you. 
Chairman PFLUGER. The Chair now recognizes the gentlelady 

from Nevada, Ms. Titus. 
Ms. TITUS. Well, thank you very much. 
I apologize for being late. I hope I don’t repeat something. 
I sit on the Foreign Affairs committee and so we hear a lot about 

the malign influences of China and Russia. Russia more politically, 
China more economically. In fact, we just heard about China build-
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ing the port in Lima. So we know the Belt and Road extends all 
over the world. 

But I would like to ask you about China’s relations with Taiwan 
and how they respond to other countries in Latin America as they 
in turn have different affairs with Taiwan. 

Recently, I believe that Secretary Blinken said that we don’t sup-
port independence of Taiwan. I don’t know how that is going to 
play in Latin America, but we know that Latin America’s support 
for Taiwan has been waning. It is now down to seven countries, I 
think. Coupled with China’s authoritarian regime, relations with 
such governments as Cuba and Venezuela, I wonder how this is 
going to impact our push for democracy in Latin America or our 
just even trade relations between the United States and Latin 
American countries as they tend to lean more in the direction of 
China over the Taiwan issue. 

Anybody. 
Mr. HERNANDEZ-ROY. Yes. There’s no doubt that—as you cor-

rectly said, there are still—the the largest number of Taiwan allies 
are in Latin America globally. You’re correct about the number of 
seven. Taiwan recently lost one ally. In March, Honduras switched 
allegiance from Taiwan to the PRC, which had been a campaign 
promise of that country’s president. The largest two countries that 
are still allies of Taiwan are in the Western Hemisphere, Guate-
mala and Paraguay. Guatemala is about to have an election. The 
issue of whether it will continue to recognize Taiwan is, I think, 
up in the air. Paraguay did recently have an election and I think 
for the time being, it is secure in its continuing relationship with 
Taiwan and not the PRC. 

But this is clearly one of the objectives of the PRC in the region, 
is to continue to peel away Taiwan’s allies. 

Ms. TITUS. Anybody else. 
Well, thank you. I think that is something we ought to keep a 

look at. 
The question is about regime change. China and Russia are 

using different tactics, overt and covert, to influence countries in 
Latin America. The United States doesn’t have a very good history 
of this. If we don’t like them, we have gone in and tried to throw 
them, overthrow them. This is particularly true again for Cuba, 
Venezuela, and Nicaragua. So how do we try to counter China’s in-
fluence, offer an alternative, and still deal with that history of med-
dling that many people have long memories about? 

Ms. DEZENSKI. Thank you for the question. 
I think this is a particularly challenging problem for us. When 

China engages with countries, particularly in the global south, they 
typically employ their policy of non-interference, which means they 
come ostensibly to engage in economic integration. They’ll work 
with whatever regime is in power. They’ll often play by local rules, 
which could facilitate how China uses opaque contracts, employs 
corruption, any number of tools that cater particularly to weak de-
mocracies or authoritarian regimes, where there’s more likelihood 
that opacity will kind-of drive the conversation and rule the day. 
So I think we have a real challenge in terms of how to counter 
that. We need to get at those issues first and foremost by pro-
tecting our own interests, our own capital, our engagement, staying 
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true to our democratic values, pushing on anticorruption, stopping 
the money laundering, calling out the bad behavior. Because if we 
don’t do that, we’ve really lost the game. We really need to focus 
on these governance principles. But then we need to take it a step 
further, which is show up in the region for the long term with the 
right kind of economic commitments to drive that kind of economic 
security that we were talking about earlier, and maybe in the proc-
ess keep some supply chains closer to home. 

Ms. TITUS. We don’t want to force them to make a choice. We 
don’t want to put it in those contexts, but we want to let them 
know they have options in countries. 

Thank you. I think my time is up. 
I yield back. 
Chairman PFLUGER. The gentlelady’s time has expired. 
We will now enter a second round of questioning, again, alter-

nating sides based on seniority. 
The Chair now recognizes myself for 5 minutes of questioning. 
I think it has been a great discussion so far. I am incredibly wor-

ried about what the PRC is doing. The Chinese Communist Party 
not only is right at our doorstep, I mean, they are literally inside 
of our country in a lot of different ways. I think the Chinese spy 
balloon highlighted that this subcommittee held a hearing on that. 
We are hearing today the vast array of initiatives that the CCP is 
using, economic militarily, influence and information operations 
campaigns. The fact that we now know, which is completely unac-
ceptable, that they have a surveillance and spy machine that is on-
going inside Cuba, which is less than 100 miles away from our 
shores. I think for all these reasons, it really is incredibly impor-
tant that we focus on it. 

Ms. Dezenski, in your written testimony, as well as in your re-
sponses to questions here, you talk about the true autocratic behe-
moth in the region, China, which has ramped up its economic in-
vestment throughout the hemisphere, driving debt dependency, 
antidemocratic vision of surveillance states. You talk about the 
critical minerals that they are acquiring inside Latin America, you 
talk about the 29 different ports that they have established. I 
mean, they are literally knocking at our doorstep. I would like to 
really further investigate your ideas. 

Previously in your testimony, you talked about you were there 
when we stood up DHS. It was created to have a more unified 
whole-of-Government approach to counter new and emerging asym-
metric terrorist threats. These threats are right there. So what is 
that approach economically, specifically, and also militarily? If you 
have any thoughts on that. 

Ms. DEZENSKI. Thank you so much. 
The approach is, for certain, a multifaceted one. We really need 

to think about this from a whole-of-Government picture. We’ll 
never have the centralized industrial policy focus that China has, 
but arguably we don’t need it if we use all of the tools in our own 
toolkit to bring a combination of security, investment, economic in-
tegration, better political engagement with allies and friends and 
partners in the region. All of this needs to work together. We need 
a big strategy around this. 
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In terms of the more specific actions that could be taken around 
some of these threats that we’ve identified around port security, for 
example, we really need to get a handle on these nodes of com-
merce where we see this layering of technology, surveillance, infra-
structure investment, the potential to use commercial operations to 
support military, the transport of military supplies, for example. 
There are a lot of vulnerabilities in this commerce structure, this 
commerce ecosystem that connects into the DHS agenda very, very 
closely. But I’m not sure that we’ve really made the pivot around 
that operational readiness, that we’ve taken the analysis and the 
intelligence, that big picture. Then is it being driven by the right 
boots on the ground, the right engagement? 

So there’s multifacets to this, but I think we need to get at an 
asymmetric approach where we identify what those most critical 
elements of Chinese influence are and go after them. We’re not 
going to compete in terms of the size of our trade relationships. We 
just won’t be everywhere that China is. Frankly, we don’t have to 
be. We don’t have to spend as much money through some equiva-
lent of the Belt and Road initiative, but we need to use those tools 
that we have in a much more effective way. 

Chairman PFLUGER. Ms. Brandt, it seems to me over the past 10 
to 20 years that we have been ignoring our neighbors to the south 
in many ways. It seems that during that time, the People’s Repub-
lic of China, led by the Chinese Communist Party, have just inched 
their way into that territory with a goal of influencing those coun-
tries in a way that undermines our own national security. Are you 
seeing something similar to that? 

Ms. BRANDT. Yes. Concerns about terrorism and resurgent geo-
political competition have shifted the focus to the Middle East and 
to Asia. To some extent, we’ve deprioritized engagement in our own 
region. As all of us have described here today, I think we’re the 
poorer for it. 

Chairman PFLUGER. Mr. Hernandez-Roy, I have got 12 seconds 
left. 

Mr. HERNANDEZ-ROY. I think that Chinese motivation is pri-
marily economic, but it’s from a power that is obviously a Com-
munist dictatorship. With that comes corruption, comes antidemo-
cratic practices, and that leads to it opens up spaces for all sorts 
of nefarious things to go on. 

Chairman PFLUGER. Those nefarious things are killing 100,000 
Americans a year through fentanyl. They are creating chaos, 
money laundering, criminal organizations, destabilizing the region 
just to the south of us. 

I appreciate your testimony here. I hope that this committee can 
urge our colleagues throughout the rest of Congress to take the ac-
tions that you are recommending and to do more when it comes to 
securing our own country through the stabilization in South and 
Central America. 

With that, my time has expired. 
I recognize the Ranking Member for 5 minutes. 
Mr. MAGAZINER. Thank you, Chairman. 
Another aspect of this that I would like to focus on for a moment 

is the importance of rare earth minerals, particularly lithium and 
others. No coincidence that we are seeing China make investments 
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in commerce and diplomacy in areas around the world that are rich 
in these rare earth minerals, including in South America in par-
ticular. Ms. Dezenski, I noticed that you touched on this in your 
testimony and others. Could you just expand on that a bit more? 
What is happening with rare earth minerals in South America? 
What should we as a Nation be doing in order to prevent our ad-
versaries from cornering the market essentially, for these impor-
tant rare earth minerals? 

Ms. DEZENSKI. Thank you very much. 
Yes, we have a big challenge in Latin America. As I’ve noted in 

my testimony, the so-called Lithium Triangle of Argentina, Bolivia, 
and Chile is home to over half of the world’s known lithium re-
serves. China has been working to corner that market. U.S. compa-
nies have had, to date, somewhat limited success. There was a bid 
put forward by a U.S. group of companies in the last year or so, 
and it was beat out by a Chinese conglomerate and under some 
strange circumstances where the U.S. bid was knocked out because 
it was submitted 10 minutes late or something strange like that. 
So there’s a lot of competition going on right at the source of this. 
We have not been in an ideal position to address it from a political 
perspective because China has really leveraged its relationships, its 
trade relationships, to support its interests. Because China is the 
processing behemoth with 65 percent of the refining capacity 
around lithium in particular, it’s very difficult to break that. 

One thing that we will need to look at is how to do so. Whether 
it’s moving some processing to the United States or working with 
partners in the region to identify other areas of processing, this 
could be an asymmetric opportunity for us. We need to get at the 
kind-of the point in the supply chain that is most critical, and proc-
essing is really a key part of that. 

Mr. MAGAZINER. Thank you. 
Switching gears a bit, Mr. Hernandez-Roy, in an article that you 

co authored, you remarked that among U.S. presidents, President 
Biden has shown some of the most knowledge and appreciation for 
Latin America. One of the examples that you cited in the article 
was the decision to invite the Brazilian and Colombian presidents 
to the United States within their respective first years in office. 
Brazil and Colombia historically have been two of our most impor-
tant allies in the hemisphere. 

Can you talk a little bit about what more we could be doing to 
strengthen our relationships with Brazil and with Colombia in par-
ticular, and why those relationships are so important in the context 
of competition with our autocratic competitors? 

Mr. HERNANDEZ-ROY. Absolutely. If I may, just very, very quickly 
on your last question, with regard to critical minerals and Argen-
tina specifically, and its lithium deposits, which are some of the 
largest. Argentina is exporting about 9 percent of its lithium to the 
United States, and something like 49 percent, if if memory serves, 
to China. I’ve been told by representatives of that government that 
they prefer it to be the other way around, but that’s just the way 
the economics are right now. The IRA Act provides incentives to 
members, to countries that have FTA agreements with the United 
States in terms of critical minerals. Argentina does not have an 
FTA agreement and is seeking an exemption under that. So that’s 
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one thing that the United States could do to counter Chinese influ-
ence. 

With regard to your other question, Brazil and Colombia, Colom-
bia, as you’ve pointed out correctly, is a long-standing U.S. partner 
and ally dating back to the 1990’s when Colombia was at risk of 
being overrun by narco-trafficking. The United States invested 
heavily in that country and it became one of its closest allies, beat-
ing back the security threat to Colombia and building up its democ-
racy. It remains a key ally in the United States, despite a change 
of posture by this particular government in terms of its outlook. 

Brazil is the largest economy in Latin America, and obviously is 
an important trading partner with the United States, but it’s also 
an important trading partner with China. Therefore, in fact, I 
think the Chairman earlier alluded to the fact that—well, he said 
Latin America as a whole, I’m not sure that’s entirely accurate, but 
I’m pretty confident at this point that China is is Brazil’s largest 
trading partner, and therefore we have an interest to strengthen 
relationship with Brazil, to find ways to compete with China in 
Brazil. 

Mr. MAGAZINER. My time has expired. 
Thank you. 
Mr. D’ESPOSITO [presiding]. The gentleman’s time has expired. 
I now recognize myself for 5 minutes. 
Mr. Hernandez-Roy, as was mentioned by some of my colleagues, 

our weakness, or the view of this country being weak or adminis-
tration being weak, has led to threats. The PRC’s role in Latin 
America has grown rapidly since 2000. The PRC state firms are 
major investors in Latin America’s energy, infrastructure, and 
space industries. Just want to give you some numbers. By 2021, 
PRC trade in the region totaled $450 billion, and economists pre-
dict that it could exceed $700 billion by 2035. Of particular con-
cern, and as was discussed, the PRC’s infrastructure in the region 
has displayed dual use that could have security implications for 
this great country. 

Could you explain the concept of dual-use infrastructure and the 
impact the facilities could have on homeland security? 

Mr. HERNANDEZ-ROY. Sure. I can mention at least three specific 
examples. 

The Chinese now control the loading and unloading facilities in 
the Panama Canal. They’re building, and it’s almost finished, a 
very large port in Peru. Last week, if I’m not mistaken, they inked 
an agreement with the regional government of Tierra del Fuego in 
the very southern tip of Argentina to build a port that would con-
trol the Drake Strait—I think that’s the name of the Strait—that 
would control access to the fishing fields off of Antarctica. Then 
again in Argentina, it has a space port in Argentina that’s osten-
sibly for research and to track Chinese satellites. It is essentially 
a piece of sovereign Chinese territory within Argentina. The Argen-
tine authorities cannot even set foot on this property. Each one of 
those things has a dual use. They have a peaceful use for com-
merce, for research, for scientific research, and for the movement 
of trade goods. But each one of them can also be used in a second 
capacity—this is where the term dual-use comes from—for military 
capacity. The Chinese space station can be used to track U.S. sat-
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ellites, it could be conceivably used to track intercontinental bal-
listic missiles. Ports can be used as refueling and supply and logis-
tics hubs for Chinese warships. Ports can be closed, facilities can 
be sabotaged in the event of a conflict. The Panama Canal is obvi-
ously one of the most strategically important areas in the hemi-
sphere. 

So each of those investments, each of those pieces of infrastruc-
ture that the Chinese have either bought or built, has a dual use. 

Mr. D’ESPOSITO. Thank you. 
So, obviously, it is a real threat. What do you believe that this 

committee and our colleagues in this Congress could do to deter 
and to really get a handle on the dual-use infrastructure that is 
causing a threat to this Nation? 

Mr. HERNANDEZ-ROY. That’s not an easy solution. 
Mr. D’ESPOSITO. Not in a minute and 44 seconds. 
Mr. HERNANDEZ-ROY. I think the easiest thing to do is to prevent 

it before it happens. So in that sense, the United States can do a 
number of things. It can provide new mechanisms or fix old mecha-
nisms to have more development financing in the region. For in-
stance, the DFC is prevented from providing financing to middle- 
income, middle- and upper-income countries. It can only provide fi-
nancing to lower- and lower-middle-income countries. There’s only 
five countries that qualify as lower- and lower-middle-income coun-
tries in Latin America. They’re all in Central America. However, 
it’s well-known that there are huge disparities within a country in 
terms of their economic development. So changes to those rules, for 
instance, could allow more financing to some of the South Amer-
ican countries to counter some of the infrastructure financing from 
China. The United States can replenish the capital in the Inter- 
American Development Bank. That’s another large multilateral in-
stitution that can provide more lending for infrastructure in the re-
gion. There’s examples like that in my—I’m over the time. But 
those are kinds of the kinds of things that the United States can 
do to prevent these dual-use things from being built in the first 
place. 

Mr. D’ESPOSITO. Thank you very much. 
I now recognize Mr. Correa from California for 5 minutes. 
Mr. CORREA. Thank you, Mr. Chairman. 
I wanted to, in my 5 minutes that I have, let me ask all of you 

for your opinion. It is a big topic, a lot of ways we can go, but spe-
cifically, how does Department of Homeland Security, what are 
some of the actions that we can take to begin to turn the ship 
around, so to speak? You mentioned, and I agree with, the invest-
ment in the area. I would prefer a Marshall Plan that is accom-
panied by some economic reform, anticorruption. But that is the big 
picture. Specifically here today, homeland security. I am going to 
ask each one of you, what can we do to begin to address, to begin 
to bring attention to what I believe is 20–30 years of being asleep 
at the wheel? 

Ms. Dezenski. 
Ms. DEZENSKI. Thank you. 
One thing that really strikes me about where we are now facing 

these economic security threats, a broader range of threats to the 
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homeland, is how much of what was built after 9/11 has kind-of 
fallen by the wayside. 

Let me give you an example. After 9/11, we spent a lot of time 
thinking about how to secure the ports, we had something called 
the Container Security Initiative, we had the Customs Trade Part-
nership Against Terrorism, we had a number of international en-
gagements that exerted U.S. leadership and provided a basis for 
much more strategic engagement with partners around the world. 
Some of that we’ve lost. I think we need to get back to a more stra-
tegic footprint, whether we’re putting people on the ground or we’re 
using the ‘‘digital boots’’ on the ground, some combination of these 
things. We need more eyes and ears, and we need to drive that 
footprint based on a better analysis of where the threats are and 
where we need to have that deeper engagement. We have the op-
portunity to do that at ports. We can do that with key players in 
the supply chain. We can do that through better interagency co-
ordination. All of these things need to happen. 

Mr. CORREA. Mr. Hernandez-Roy. 
Mr. HERNANDEZ-ROY. Thank you, Congressman. 
The commenting on DHS is really beyond my expertise. But 

what I will say—you mentioned a couple of things. You mentioned 
a Marshall Plan. The U.S. influence in Latin America was probably 
at its highest in the 1960’s after President Kennedy launched 
something called the Alliance for Progress, which was essentially 
a Marshall Plan for the region. It provided development assistance 
on a massive scale. At the time, it was the largest development as-
sistance package that the United States had ever implemented, 
and it had significant effects on reducing poverty in the region, 
which is something you mentioned earlier. I would also say that 
what the United States needs to do is create better conditions in 
the region to prevent threats from washing up on our shores. So 
that it goes back to this idea of an Alliance for Progress. We have 
argued, we at CSIS, some of us have argued that the United States 
should entertain a new Alliance for Progress, or 2.0 at some point. 
Ms. Brandt. 

Ms. BRANDT. I said in my testimony that China and Russia both 
apply the course of toolkit in Latin America differently than in 
their home regions. China in particular, at home, closer to home, 
it’s really weaponizing the leverage that it has as its own region’s 
largest trading partner. But abroad, it’s really patiently building le-
verage that it can sort-of use later. So we’re closer to home, those 
countries have sort-of faced the sharpest or like the brunt, the 
sharpest elements of China’s toolkit. Farther abroad, I think 
they’ve really benefited in some ways from China’s use of induce-
ments, positive inducements. 

So I think the task for us is to both provide alternatives, as 
you’ve suggested, and then also to tell a more compelling story 
about what we offer, right. Ultimately, competition is about the 
pursuit and use of advantages. So just sort-of rather than a tit-for- 
tat reactive approach to authoritarian moves, we need to do an as-
sessment of what our own strengths are and I think go at authori-
tarians, where they’re weak. I think one such fragility is to open 
information. 

Mr. CORREA. One final quick question here to all of you. 
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You mentioned the popularity of TikTok social media. I think 
probably 90 percent—excuse me, about 70 percent of the world uses 
a smartphone. Latin America is the same thing. Great communica-
tion device. You have a lot of Latin Americans living in the United 
States. You have a lot of cross-cultural influence. How can you use 
that, what I would call continuing American goodwill, to really in-
fluence and try to continue to integrate this continent the way it 
was before, I should say? 

Please. 
Ms. BRANDT. Yes. I mean, we have 40 million native Spanish 

speakers in the United States and some of the best content creators 
in the world. So we should be leveraging those assets, especially in 
our communication in the region. Right. I’m thinking about, like, 
low-cost content distribution agreements that would allow some of 
our content to be shown in the region, for example. 

Mr. CORREA. In my last 25 seconds, in your opinion, three of you, 
kind of a yes-or-no question, is Congress doing enough to make 
sure that we are present in Latin American countries? That is, are 
we visiting enough, are we paying enough attention? Yes, no—5 
seconds? 

Ms. BRANDT. Yes. I would just say it’s incredibly important that 
we focus attention and research. 

Mr. CORREA. Are we putting enough attention? Yes, no—— 
Ms. BRANDT. I think there’s more we can do. 
Mr. CORREA. Sir? 
Mr. HERNANDEZ-ROY. I think there’s more we can do. Not just 

Congress, but also the Executive. 
Mr. CORREA. Ms. Dezenski. 
Ms. DEZENSKI. There’s more that we can do. 
Mr. CORREA. Thank you very much. 
Mr. Chair, I yield. 
Mr. D’ESPOSITO. Thank you, sir. The gentleman’s time’s expired. 
I now recognize my friend from Arizona, Mr. Crane. 
Mr. CRANE. Thank you, Mr. Chairman. 
Again, I realize we are talking about Latin American countries 

today and the influence of China, Russia, and Iran down there. 
That being said, I do want to ask a question. Is anybody on the 
panel aware how many men conducted the attacks on the World 
Trade Center during 9/11? Anybody? Anybody know the number? 

Mr. HERNANDEZ-ROY. Could you repeat the number of? Pardon 
me, the number of what? 

Mr. CRANE. The number of men who conducted the attacks on 
the World Trade Center. Anybody know the answer to that? How 
many men? How many terrorists? 

Mr. HERNANDEZ-ROY. That was somewhere in the neighborhood 
of 12 to 20, I believe. 

Ms. DEZENSKI. It was about 17. 
Mr. CRANE. Yes, it was around that—19 men. The reason I bring 

that up is because in 2021 CBP reported 4,103 encounters of Rus-
sian citizens along our Southwest Border. It continues to increase. 
Following the start of the war in Ukraine, this number jumped 
from 21,763 in 2022 and then in 2023, it rose again to 33,000. 

Now let’s go to China. In the first 3 months of 2023, we saw 
9,711 individuals coming from China encountered at our Southern 



54 

Border. That obviously doesn’t count the number of gotaways, 
which we can’t count, but it is substantially more than the 3 years. 
Since again we are in homeland security, does it concern anybody 
on the panel knowing the current state of our Southern Border, to 
see these numbers increasing from the very countries that we are 
talking about in our Southern Hemisphere? 

Mr. Roy, does it concern you to hear those numbers increasing? 
Mr. HERNANDEZ-ROY. I think there’s a two-part answer to that. 

The numbers are increasing in part, in large part because there are 
freedom-loving people in those countries—— 

Mr. CRANE. Absolutely. 
Mr. HERNANDEZ-ROY [continuing]. Who also want to leave their 

repressive regimes and come to the United States. 
Mr. CRANE. We understand that. We all understand that. But 

does it concern you, just knowing how I opened with only it only 
took 19 individuals to conduct one of the greatest attacks on the 
United States ever? 

Mr. HERNANDEZ-ROY. It is a concern of mine, given my experi-
ence within the region and what other dictatorships have done in 
the region to infiltrate spies into neighboring allies. 

Mr. CRANE. Absolutely. Do you guys think that either China or 
Russia might be smart enough to figure out that our Southern Bor-
der is pretty porous? Even our own President, while he was a can-
didate, said, if you want to come to the United States, come? Does 
that concern you? How about you, Ms. Dezenski? Sorry if I pro-
nounce that wrong. 

Ms. DEZENSKI. No, it is fine. Thank you. Yes, it is a concern. 
When the vulnerabilities are known, they can be exploited. As the 
immigration flow continues to grow, it becomes a more difficult 
challenge to figure out the very small number of people within a 
very large number coming across the border that are actually of se-
curity interest and concern. This is a problem we’ve had for a very 
long time. 

Mr. CRANE. Yes. Let me ask a follow-on, ma’am. Do you think 
we should finish the wall that we started building on our Southern 
Border? 

Ms. DEZENSKI. It’s probably outside of my scope to comment spe-
cifically on the wall because I’m not following where things are at, 
but I do firmly believe that we need to be able to control the bor-
der. 

Mr. CRANE. OK. 
Ms. Brandt, what about you? 
Ms. BRANDT. Like Ms. Dezenski, that’s sort-of beyond the focus 

of my research. I will say, of course, I think we should have a se-
cure Southern Border. Also, as I said, one of our greatest advan-
tages is our open, welcoming, being an attractive destination for 
talent. So we need to ensure that we continue to be that kind of 
place that bolsters freedom-loving people around the world. 

Mr. CRANE. It is interesting when I hear people come up here 
and they testify before this committee and they say—I ask about 
should we complete a wall and you guys say, oh, that is outside of 
my scope. I know you guys are very smart or you wouldn’t be here. 
I read your bios. You are both very smart. You guys both have a 
lot of common sense. Do you guys have walls around your house? 
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Do you guys have walls in your backyard? Do you know why there 
are walls at prisons? Do you know why most schools have walls? 
Do you know why most castles have walls? I am asking a question. 
It as a pretty simplistic question, and the American people are 
tired of it. 

Ms. BRANDT. I think our openness is a competitive advantage. I 
mean, not the openness of our border like literally, but our open 
welcoming environment. The openness of our society. 

Mr. CRANE. Well, Ms Brandt, I would love to see you tell that 
to some of the people in my district who have lost their loved ones 
to fentanyl. Do you think that is an advantage to have parents that 
are losing their kids to fentanyl? 

Ms. BRANDT. I don’t mean the literal—no, of course not. Of 
course not. 

Mr. CRANE. Because that is a byproduct of what you are talking 
about, ma’am. 

Ms. BRANDT. Of course not. I’m not speaking about the literal 
openness of the border, but our—— 

Mr. CRANE. That is what you said, openness. 
Ms. BRANDT. I’m clarifying that I mean the openness of our soci-

ety. 
Mr. CRANE. Thank you. I yield back. 
Mr. D’ESPOSITO. The gentleman’s time has expired. 
I want to thank the witnesses for their valuable testimony, the 

Ranking Member and Members for their questions. 
The Members of the subcommittee may have some additional 

questions for the witnesses and we would ask the witnesses to re-
spond to those in writing. 

Pursuant to committee rule VII(D), the hearing record will be 
open for 10 days. 

Without objection, the subcommittee stands adjourned. 
[Whereupon, at 11:46 a.m., the subcommittee was adjourned.] 
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